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POLICY STATEMENT

The Los Angeles County Metropolitan Transportation Authority (MTA) is required by the California Public Records Act to be mindful of the right of individuals to privacy and that access to information concerning the conduct of the people’s business. The MTA is also authorized to adopt regulations stating the procedures to be followed when making its records available to the public.  Additionally, the MTA is authorized to act by resolution to determine that any significant record in the possession of the agency that is no longer of any value to the agency may be disposed of through resolution.  

In accordance with these legislative authorities, it shall be noted that any and all records generated in the course of MTA business are the property of the MTA.  These records include, but are not limited to, correspondence, memoranda, reports, maps, tapes, photographic films/prints, charts, drawings, computer generated and maintained records, machine-readable records and phonographic records. 

MTA records are extremely valuable.  Therefore, employees must maintain them in a consistent, orderly, secure and accessible manner.  Records must be retained in their approved format and location(s) until their retention period expires, after which time they will be disposed of promptly and appropriately by the Records Management Department.

PURPOSE

The Records Management Program (“Program”) is designed and managed to accomplish the following objectives:

· Ensure the security of MTA records with administrative, fiscal, legal, and/or historical value;

· Provide ease of access to MTA records by staff, other governmental bodies and the public, within appropriate administrative policy and legal guidelines;

· Promote efficiency and economical use of physical and electronic storage space, equipment and labor in the creation, use, maintenance, and disposition of records;

· Provide the necessary guidelines to ensure proper records management, including creation, indexing, production, retention, protection, security and disposition. 

· Provide for the disposal of those records no longer required for retention in accordance with Board directed policies as authorized under the Public Utilities Code. 

· Protect the interests and privacy of all MTA Board Members’, LACMTA/PTSC employees’, consultants’, contractors’, and agents’ personal electronic devices from access by third parties by limiting work on MTA project to MTA owned electronic storage devices.

APPLICATION

This policy applies to all MTA Board Members, LACMTA/PTSC employees, consultants, contractors, and agents responsible for the generation and/or maintenance of MTA records.

1.0
PROCEDURES

The Records Management Center (RMC) provides oversight, guidance and training to staff and others to ensure compliance with the Program’s objectives.  Department Heads are responsible for Program compliance within their scope of responsibility.  Each Department Head shall appoint a Records Coordinator to serve as liaison with the RMC.  Employees and others responsible for generation and/or maintenance of any kind or type of MTA records will comply with these Program standards and procedures in performing their day-to-day work.

1.1
Records Retention Schedule
For purposes of indexing, retention and disposition of MTA’s public records, the RMC develops, maintains and distributes a Records Retention Schedule, which is included as Attachment 1. ITS will support the RMC in scheduling the retention of electronic records.

The Retention Schedule includes many different types of documents and many different retention periods.  It should be noted that many of the documents are not significant records as defined by this policy. The RMC requests an annual review of the schedule by Department Heads to determine if changes in administrative requirements are needed.  The RMC sends the schedule with any requested changes to County Counsel, who determines whether the requested changes are legally sound, and recommends any other changes deemed necessary.  The proposed revised draft schedule is then submitted to the Chief Executive Officer (CEO) for approval.  The CEO shall obtain approval of the Board of Directors, if any of the proposed changes to the schedule will have the effect of reducing the retention period for any significant documents. 

1.2
Document Capture and Indexing:

All significant MTA records will be captured and indexed on microfilm or electronic media in compliance with Public Utilities Commission (PUC) Code Section 130051.23.

One of the goals of the Program is to provide controlled access to documents and to enable departments to capture and index their own documents in the approved agency-wide document management system.  Employees with access to MTA’s electronic document management system are responsible for compliance with the standards and procedures for use and storage of electronic records established by the RMC through this policy. If a department does not have access to the document management system, employees save a copy of significant documents in a departmental electronic database to which RMC has access. The department will forward to the RMC any documents that have not been captured electronically. RMC will capture and index these documents (e.g., external correspondence and other agency reports, etc.), discarding the paper copy six (6) months after capture, unless the retention schedule requires maintenance of both paper and any related electronic copies.  Employees with access to the electronic image database(s) retrieve their documents directly from the system.  Employees without access may request the RMC to retrieve and/or produce an index of captured documents by fax or e-mail. Retention of electronic records will be supported by MTA’s Information & Technology Services (ITS) for their approved retention period and in their approved format. ITS will assist RMC in the development of appropriate methods of record disposal for those records no longer requiring retention.  ITS will develop a method to insure all electronic records are disposed of under the approved records retention policy and schedule, and are not retrievable.

1.3
Active File Management:
Department Heads ensure that active files under their scope of responsibility are maintained in an orderly and accessible manner.  To ensure consistency agency-wide, active files will be organized using RMC’s Retention Schedule categories and Standard file categories (Attachment 2). All Department files will be maintained electronically, where appropriate and feasible.  Confidential and security sensitive documents (e.g., personnel files, attorney-client privileged correspondence, facility as-built drawings, and other similar kinds of files) shall be maintained in a secure location separated from non-confidential and security sensitive documents, with access limited to designated staff.  Each department will keep a list of all persons with approved access and their access levels. Active files will be maintained according to the retention schedule, with drafts, duplicates and non-significant working files purged on a regular basis. When employees leave the MTA, the Department Head is responsible for insuring that the employee’s records are left in an orderly manner and are maintained, transferred and/or disposed of according to the retention schedule.  Responsibility for any remaining active records should be transferred to the employee to whom the job duties of the departing employee are assigned. The employee shall disclose their passwords and return all tapes, discs, cds, DVDs or other forms of record storage media the employee has in their possession at their place of work. 

ITS will maintain and support everything required to make the MTA’s Electronic Document Management System effective. All MTA departments will use the same system, with different locations for files.  With all departments using the same basic system as developed by RMC and ITS, this will reduce training time and costs.  Additionally, with all departments using the same categories of records, staff familiarity with the system will increase over time, thereby reducing time and costs associated with training and record maintenance.  The concept works as follows:

1.3.1 Saving Documents:
Each completed original significant document is to be saved electronically.  If there is no signature required, it will be sent to the department database.  If there is a signature, the document will be captured as an image file. If needed, the document can be OCR’d to permit searches of the document. Once a document is completed and published, access to it will be given to the RMC.  

1.3.2 Official MTA Records:

Each employee shall discard all draft copies of every completed document. Employees will also discard all non-significant and/or miscellaneous notes, etc., at the end of a project.  MTA does not maintain such information as official records in the regular course of business.  Establishing departmental databases will reduce the number of locations to be searched in response to public records requests and for discovery purposes.

1.3.3 Privileged/Confidential/Security Sensitive/Trade Secret Documents:

Any documents involving privileged or attorney/client communications, computer source codes and/or agency developed or owned software, confidential, proprietary, security sensitive, trade secret, or other similar types of records shall be identified as a confidential or security sensitive document within the Document Management System. This process will avoid inadvertent access by parties without authorized access rights to such information and ease RMC’s work to determine which MTA records need to be segregated and maintained separately.  These records will be delivered on a weekly basis as well.

1.3.4. Employee Training:

Every MTA employee shall receive training about public records and thereafter be deemed to understand that MTA records are the property of the agency and not the employee or the general public.  Each employee will also acknowledge during training that not all MTA records are releasable to the public and that some records in the possession and control of the MTA may be totally exempt from release under the California Public Records Act or other statutes or laws.  Each employee will learn that only the RMC, Legal Services and County Counsel have the authority to determine which records are available to the public and which are exempt, confidential, security sensitive or privileged and therefore, may legally be withheld from the public. 

1.3.4.1 Employee Responsibilities:
As a result of this policy and resulting training, every employee will be held to the understanding that they shall not intentionally provide MTA documents to any third parties.  If the employee receives a request from a third party, they will consult with RMC, Legal Services and County Counsel. No third party shall be permitted upon MTA property or in any MTA office for the purpose of examining MTA records without prior approval of RMC, Legal Services or County Counsel. The RMC, as the custodian of records, will cooperate with Legal Services and County Counsel in responding to subpoenas and discovery requests.

1.3.4.2 Whistleblower activities:
Nothing in this policy shall preclude an employee from exercising their right under the various local, state and federal whistleblower statutes.  However, an employee may be personally liable for any damage or harm to a third party arising from any intentional release of the third party’s documents in MTA’s possession, especially, where MTA had already determined the released records were not public records because they were either exempt, confidential, security sensitive or privileged.   

1.4 Records Inventory:

The RMC, with assistance from the Records Coordinators, will periodically conduct department records’ inventories.  The inventory process helps ensure the security and accessibility of the records, as well as to ensure compliance with the retention schedule.  Only documents and records retained by RMC under the Records Retention Schedule, those in departmental Databases, those privileged and confidential records and the miscellaneous correspondence, reports and agreements received from sources outside the agency or at public meetings, shall be considered MTA’s Official Records to be retained in the regular course of business.  

1.5
Records Inactivation, Retrieval and Destruction 
The retention schedule lists the time period that records remain active in the individual departments and when, if ever, they are inactivated or otherwise disposed have in the normal course of business. 

1.5.1 Records Inactivation:
The Records Coordinator oversees the inactivation of department records in accordance with the retention schedule and established procedures.  Employees obtain standard storage boxes for paper and copies of electronic records and complete a Record Transmittal Form (Attachment 3) for each box.  Detailed descriptions of contents and inclusive dates are required. The Departmental Records Coordinator reviews and verifies that the records are being transmitted in accordance with this policy. The RMC will assign a unique barcode number to each box, and provide the Records Coordinator with a copy of the transmittal form with the barcode listed.  The Records Coordinator maintains the transmittals for retrieval purposes. 

1.5.2 Inactive Records Retrieval:

To request a box or file from off-site storage, employees provide the RMC with the barcode and/or file name by fax or e-mail.  Materials are checked out to the requester, who is responsible for returning the records in the same condition as provided.  If materials are to be permanently checked out (i.e., they will not be returned to storage), the employee notifies the RMC at the time the box or file is requested. All copies of retrieved documents will be returned to RMC upon completion of the work activity that required the documents be retrieved.   

1.5.3 Records Destruction:
Significant paper records that have been captured in the normal course of business on legible and durable media are destroyed as soon as they are no longer required for operational (active) purposes.  Records (in whatever format they exist), which no longer possess any legal, fiscal, administrative or historical value, are destroyed in accordance with the Records Retention Schedule. The RMC oversees the destruction of inactive records, notifying the Department Head and Legal Counsel 30 days in advance of destruction. All electronic, confidential and privileged records are shredded, pulped, erased by permanent means or otherwise rendered illegible and unusable.
1.5.3.1
Litigation Interface:

Retention periods for records required for current litigation or audit are suspended and the records are maintained in their original condition and format until the matter(s) is completed or settled. 

1.5.3.2 Approved Methods of Record Destruction:

Only the following individuals are authorized to destroy records under this policy and in doing so, must employ one of the approved methods listed below:

1. Daily administrative and or project files not kept in the regular course of business:  these can be discarded or erased by departmental staff, and the department’s Records Coordinator. (For example, if a draft memorandum is being developed and several drafts are prepared, reviewed and approved by department management, once the memorandum is approved in final form for distribution, the drafts shall not be kept and shall be destroyed.)

2. Each department has specialized kinds of records they prepare or receive each day.  Some of the information is relevant to the agency’s business, while many are not relevant to agency business.  All non-significant and irrelevant records received may be discarded on a daily basis.

3.  Each department may decide how many copies will be maintained in the department during preparation of working or project records. Upon completion of a project document and its use and distribution, the document will typically become a public record and all copies are then to be destroyed.  By discarding all unnecessary duplicate records, MTA reduces confusion regarding which is the official and final version of a document.  An additional benefit is that  the amount of storage space required to maintain department records is reduced.

4.  Only RMC staff is authorized to destroy and discard public records under the Agency’s Records Retention Schedule.  No other MTA director, officer, employee, contractor, subcontractor, consultant, subconsultant or agent, shall employ any manual or electronic device, to destroy agency paper records or to erase data from computers, servers, discs, hard drives, zip or jazz drives or discs, CDs/CD-Vs/CD-Rs/CD-WRs, DVD/DVD-Rs, DVD-RWs or any similar formats or employ any other methods that destroy, erase, discard or eliminate data which constitutes a public record or part thereof.  RMC staff shall document the destruction of all public records by item, category and date record, existing barcode designations or similar designation.  

5. The improper and/or unauthorized destruction of public records of the MTA shall be investigated by the Office of the Inspector General, along with notification to the MTA Board, MTA Executive Management and, when appropriate, may be referred to the District Attorney’s Office for possible criminal investigation.  If the destruction of public records relates to any active solicitation and/or contract, any party found guilty of such action may be barred from MTA property and doing business with the agency for a period not to exceed three years.

1.5.3.3 Employee Copying and Use of MTA Records:

Employees shall not copy or retain MTA records for any unofficial or personal reason.  Each employee, through their continued employment shall agree that they have not and will not copy MTA records for any purpose that is not directly related to their job duties and responsibilities.  If there is any need to copy electronic departmental records, they will advise the Records Coordinator.  However, staff that as a regular part of their job duties develop records, regardless of form, may maintain such records in draft form on any MTA issued and owned electronic device. 

1.5.3.4.
Results of Using Personal Computers or Other Electronic Devices to do MTA Work:  

Staff shall not work on or transfer any MTA record onto a non-MTA issued computer or other electronic device.  The purpose of restricting the use of the files is that in the event there is litigation related to MTA records, any employee computer or personal electronic device is subject to discovery and subpoena.  Also,  an employee’s personal electronic device may be searched at the direction and order of the MTA or a  court, which could tie up an employee’s use of the device until searched and relevant files copied and possibly deleted.  Also, there are no protections or guarantees regarding personal information, which may be disclosed inadvertently, while searching a personal computer or other electronic device.  The MTA will endeavor to avoid unintentional disclosures, but shall not be responsible for any such disclosures as a result of a staff person using their own personal computer or other electronic device to do MTA work.   

1.6
Record Coordinators:
Each Department Head shall appoint a staff person in the department to be the Record Coordinator.  The Coordinator is responsible for managing Department records and insuring compliance with the record retention policy.  Coordinators will receive training by RMC staff on setting up department records and following RMC guidelines.  Proper management of department records assists MTA in better management of its records and improving response time for public record requests and litigation purposes.  Coordinators are responsible for instructing fellow staff members on setting up project files to insure when a project is archived.  By following these procedures, there will be minimal effort needed to index and package the files for storage:

1.6.1. Coordinators assist ITS in developing and managing departmental databases and assist department staff with day-to-day problems regarding the system.

1.6.2. Coordinators assist RMC in purging MTA files and providing those records to RMC that, under the Board approved retention schedule, are to be destroyed.  

1.6.3. Coordinators assist in identifying non-electronic records that are inactive and work with staff responsible for the records to prepare them for storage or destruction.

1.6.4. Coordinators receive and maintain departmental lists of persons with authorized access to both departmental and off-site records and the types and levels of access for each person.

1.7
Email
Email creates electronic records that are managed under this policy.  MTA has determined that there are few significant documents created as a result of email communications and therefore, it is in the MTA’s best interests not to maintain non-significant email. However, where an email message constitutes a significant record, as in an affirmative act regarding a particular Board or agency activity, approval or rejection of a contract or management decision, the email shall be retained either in the departmental database or as a paper document in a project file. 

1.7.1 Retention:

MTA will retain emails in accordance with the Board Adopted Retention Schedule.  MTA staff is directed not to copy emails onto their computer’s hard drive into personal folders or onto any form of portable storage media. The only exception is for daily backup files, which are purged each day when a new set of documents is recorded over the prior days files. Any email that constitutes an affirmative act or decision as discussed above, qualifies as a significant document, it shall be maintained in accordance with the Record Retention Schedule.

1.7.2 Destruction:

MTA staff should delete all email messages at the end of each day, except for any significant messages, which are saved to the departmental database.  ITS staff is authorized to dispose of email records in accordance with the records retention schedule and will provide notice to employees of the process.

1.8
Confidential Records:
Documents and records that are determined to be confidential and highly sensitive shall be protected to the extent of the law.  Each party submitting such documents to the MTA shall be advised as the special status of such documents.  These records shall be maintained in a separate manner and accessible only to authorized persons after a review by Records Management and County Counsel. This policy applies to all directors, officers, employees, agents, bidders, proposers and others (e.g., staff and outside legal counsel) responsible for the generation and/or maintenance of confidential MTA records.

1.8.1 MTA has developed a system for tracking, managing and storing its confidential records separate and apart from MTA’s general records.

1.8.2   Included within this category of records are those documents that MTA, its consultants, contractors or agents may deem to be trade secret, proprietary and/or privileged, for the purpose of protecting the documents from disclosure to a third party, not permitted to view the documents under the terms of a contract or agreement that generated the reason for providing the documents to MTA.

1.8.3.
Pre-bid/Proposal Documents:

MTA has determined that all bidders and proposers must submit their pre-bid or proposal preparation documents to MTA at the time they submit the bid/proposal.  These documents are typically considered trade secret or proprietary records of the bidder/proposer, which if released to a competitor or other third parties, would injure their ability to successfully compete in future MTA or other public contracting opportunities.  

1.8.4.
Internal Negotiation Documents:

On a daily basis the MTA is involved in negotiations of many different types of interests and documents.  Often negotiation positions are put into written form, paper or electronic, and exchanged between staff and special consultants or legal counsel.  These documents will be considered confidential and not disclosed to any third party as they may disclose the MTA’s method of conducting the public’s business and it is in the best interests of the public that MTA be permitted to negotiate in private to achieve the best possible result and thereby efficiently utilize public resources.
1.9
Release of Public Records:
The MTA’s RMC department shall be the lead department responsible for identifying, locating and determining, with assistance of County Counsel, which public records are to be released to the public.  Any agency records that are found to be exempt, privileged, confidential or security sensitive or otherwise not available for release to the public under the CPRA shall be protected from release. No department or division shall release agency records to any third party without first checking with RMC, Legal Services or County Counsel.  Specific departments may be authorized to release certain categories of documents, subject to RMC and County Counsel review. For example, Legal Services is authorized to respond to subpoenas, with County Counsel review, as deemed necessary.

2.0   Exempt Security Sensitive & Privileged Documents
As a result of various recent terrorist attacks, attempted attacks and threats against public and private facilities, the MTA has determined that it must limit access to certain categories of records that may have previously been available to the general public.  The MTA has identified those limited categories of records generated by either a public or private party that relate to MTA transportation facilities, transportation, communications or security equipment and/or systems, and are intended to be retained in MTA files.  The intent is to insure that only those individuals with an actual need to know or work with the documents shall be given access to the records.  Only authorized MTA staff, County Counsel or MTA’s outside legal counsel, consultants and contractors or other similarly situated parties under contract with the MTA, shall be given access for the purpose of conducting work on MTA property or adjacent thereto. These records are identified on the MTA Records Retention Schedule. 

Documents and records classified under this policy shall be deemed highly sensitive and shall be protected to the extent they can by law and this policy. Each party submitting documents to the MTA that are classified security sensitive under this policy shall be advised as to their status.  Thereafter, all related records in the possession of the submitting party, shall be maintained in a separate manner and accessible only after a review by MTA’s Records Management Center and County Counsel.
2.1
Identifying Security Sensitive and Privileged Records:

RMC, along with each department, shall identify security sensitive documents that shall include, but not be limited to, the construction of all MTA facilities; operation of light and heavy rail systems; communication, power, control and emergency backup systems; emergency access, ingress and egress methods and plans; bus scheduling process; personnel deployment plans; security plans and interagency emergency or security communications; individual and computer system access codes and methods; software; and other similarly related items. 

Any document considered security sensitive shall be maintained in a separate protected environment and may be retained with confidential records by RMC.  The manner of protecting such documents shall be dictated by the form and condition of the particular record. Once a document is identified as security sensitive, access to it shall be immediately limited, and as appropriate, moved to a secure location.  The document may be copied to a protected environment to protect the information or to limit its availability to those persons authorized to access the information.

2.2 Record Categories:
The following categories of documents will constitute those records that MTA deems to be sensitive and/or privileged and therefore, not releasable.  This listing will be updated and modified from time to time:

2.1.1 Construction Records:

Design Documents: relating to the construction of transit systems and related facilities, relationship to adjacent properties and structures thereon; final as-built drawings required under contracts.

2.2.3 Engineering Documents:

Detailing the specifications for all equipment used on a project, civil, environmental, geo-technical information and other similarly related information.

2.2.4 System Documents:

Describing how various systems operate in MTA’s numerous buildings, transit systems, vehicles; e.g., SCADA and other similar communications, safety and security related systems.

2.2.5 Operation Records:

Detailing the movements and timing of routes to and from the service route upon which a driver operates a bus. 

2.2.6 Facility Documents:

Security and fueling system information and other similarly related information.

2.2.7 Vehicle:

Bus and Rail design, safety/security equipment and similar kinds of Documents.

2.2.8 Security Records:

Documents describing MTA’s responses to various kinds of situations that require an immediate security or safety response, such as response to violent situations involving facilities or vehicles and other similarly related information.
3.0
Emergency Back-Up/Catastrophic Event Protection
MTA is required to maintain a separate set of electronic data in case of a catastrophic event or disaster.  The information contained in the emergency back up system, consists of a periodic download from the MTA’s electronic network.

These documents are duplicates of MTA’s official records.  As a result of their purpose, to prevent a total loss of data thereby preventing MTA from providing transportation services, these records shall not be maintained on MTA’s premises. They will be held in storage by a third party contractually responsible for their protection and usefulness in the event of a disaster.  Because of the significance of their purpose, MTA will not access or provide copies of these documents due to the potential of their being compromised and useless for the purpose they are being stored. These documents shall not be considered confidential, privileged, and security sensitive documents and will be protected from access by any third party to the total extent of the law and this policy.

4.0
DEFINITION OF TERMS  

Active Records - Records used to conduct current business and maintained by departments until no longer required on a regular basis. 

Administrative Files - Records maintained by individual departments that relate to the internal administrative or housekeeping activities of the department rather than to the functions for which the department exists.

Confidential Records – Record received by MTA or a third party, with the sole intent of keeping the information confidential and the information has not been provided to any third parties in contravention of the intent for it to remain confidential. 

Email – a temporary electronic document, similar in concept to a telephone call, which is stored, generated, or transmitted by electronic means on a computer network for the purpose of communicating with one or more persons. 

Inactive Records - Records sent, in accordance with the Records Retention Schedule, to be retained in off-site storage in order to satisfy legal and/or administrative requirements. 

Medium - The physical form of recorded information, including paper, film, disk, magnetic tape, and other materials on which information can be recorded. 

Official Copy - The copy of a record maintained for the total approved retention period.  The official copy is retained in the departments unless custody is transferred to the RMC. 

OCR – optical character recognition software; a method by which the software can scan a captured image of a document and a document file is created alongside the image, which can be scanned as a document.

Project Records – documents developed: 1) in preparation of a new MTA project (e.g., staff recommendations and Board reports); 2) public documents relating to the project (e.g., written public comments received at hearings or other public meetings on the project); 3) other relevant public agency documents relating to the project (e.g., comments on MTA environmental documents.), among other similar kinds of documents.

Record Disposition - The changing of location or physical state of records, including transfer to off-site storage, transfer of historical records to archives, record destruction and/or discarding paper records after capture on a durable medium.

Record Series - A group of identical or related records that are used, filed and disposed of in the same way.

Record Transmittal Form - A form completed by employees when storing records off-site.  The form includes a detailed description(s) and date(s) of the contents of each storage box.

Records - Includes, but is not limited to, papers, maps, exhibits, magnetic or paper tapes, microfilm, photographic films and prints digitized document images and other documents produced, received, owned or used by the MTA, regardless of physical form or characteristics. 

Records Management - The systematic control of records from their creation or receipt through processing, distribution, organization and retrieval to their ultimate disposition. 

Records Retention Schedule R - A listing of record series, location of the official copy (i.e., Office of Record), retention period of both official and non-official copies, media format, vital and/or archival designation and the effective date (i.e., the date the schedule is approved by the Board of Directors).

Retention Period - The period of time records must be kept, usually stated in terms of months or years, but sometimes expressed as contingent upon the occurrence of an event such as contract expiration.

Security Documents – Records that detail MTA’s own security arrangements for personnel and documents as well as all cross boundary or shared use agreements and plans relating to the security of all MTA facilities, vehicles, and personnel related matters.

Significant Document - For purposes of this policy, significant documents include: organizational, policy and procedural directives; reports, recommendations and technical documentation related to programmatic activities; agendas and minutes of meetings sponsored by the MTA; legal and contractual documents; and correspondence regarding programmatic activities which the Department Head determines is worthy of preservation.  Not included are: memoranda regarding internal departmental matters; invitations; working papers; preliminary drafts and other informal internal review comments and suggestions. 

System Records - describing how all of the various systems operate in the various buildings, transit systems, vehicles, and relating to the SCADA and other similar communications, safety and security related systems.

Third Party Repositories – Emergency data repositories, in which MTA maintains its back data to provide a backup system in the event a catastrophic event or disaster occurs.

Vital Records - Records required to resume and continue operations of the MTA in the event of a disaster.  Such records must be preserved to protect the interests of employees and the public, as well as the legal, fiscal, programmatic and administrative structure of the MTA. 

Working Papers - Documents such as rough notes, calculations, or drafts assembled or created and used in the preparation or analysis of other documents.  Working papers are temporary in nature and are most often disposed of when the project/task is completed.

5.0
Responsibilities
Board of Directors approves the Records Retention Schedule as required by changes in legal or administrative needs. 

Legal Counsel reviews revisions to the Records Retention Schedule for legal requirements prior to submission to the Board of Directors

Chief Financial Officer (CEO) reviews revisions to the Records Retention Schedule for administrative and legal requirements prior to submission to the Board of Directors.

Department Head ensures compliance with this policy within the scope of responsibility, including, but not limited to, appraisal of the value of records, review of the retention schedule for administrative requirements, appointment of a Records Coordinator, capture of significant records on a durable medium, security of confidential records and maintenance of active records in an organized and accessible manner.

Information & Technology Services (ITS) maintains electronic records according to the approved Records Retention Schedule.

Records Management Center (RMC) oversees and provides training on Records Management Program elements, including maintenance, review and update of the Records Retention Schedule; maintenance and quality control of repository of significant MTA documents; coordination of the transfer of records to, and retrieval from, inactive storage; and the destruction of records in accordance with the retention schedule.  The RMC also provides guidance for optimum application of technologies for an efficient Records Management Program and reviews department requests for purchase of filing and/or record storage equipment and services. 
Records Coordinator serves as department liaison to the RMC and assists the Department Head and other employees with Records Management Program compliance (e.g., assists with development of department filing system that complies with RMC guidelines, periodic records inventories, and preparation of records for storage and retention by RMC).
Employees are primarily responsible for development and maintenance of their records to insure compliance with the records management policy and procedures in conducting their day-to-day work.
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6.0
REFERENCES

1.  GEN 12          Public Document Disclosure Request

2.  IT 1                Information Security Policy

3.  PUC Code     Section 130051.23
4.  EC 912 & 954 

5.  EC Section 1040

6.  GC 6254, et seq.

7.  Library Collection Development Policy


7.0       ATTACHMENTS

1.  MTA Records Retention Schedule

2.  File Code Index

3.  Records Transmittal Form

4.  Standard file Categories

8.0
PROCEDURE HISTORY

3/23/93   Former LACTC and former SCRTD interim procedures Board-adopted.

7/25/99   Revised for the MTA

9/12/02   Revised to define and streamline process.

______________________           _____________________________          ______________________
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