Attachment B

Summary of Significant Changes to Records Management Policy, GEN 8

Section to Change


Current Text



Proposed Text


Rationale

	PURPOSE


	
	Provide for the disposal of those records no longer required for retention in accordance with Board directed policies as authorized under the Public Utilities Code. 

	 Authority for implementing disposition of records in accordance with the Records Retention Schedule

	1.2
	Employees send a copy of significant documents to the RMC at the time the documents are generated 

	Employees save a copy of significant documents in a departmental electronic database at the time the documents are generated. … Departmental Databases are downloaded to RMC on a weekly basis.  . . . ITS will assist RMC in the development of appropriate methods of record disposal for those records no longer requiring retention.
	Procedure for electronically capturing and indexing significant departmental documents and transferring them to the RMC. 

	1.3 Active File Management
	To ensure consistency agency-wide, active files will be organized using standard file codes (Attachment 2). 


	To ensure consistency agency-wide, active files will be organized using RMC’s Retention Schedule categories and standard file categories (Attachment 2). All Department files will be maintained electronically, where appropriate and feasible.  Confidential and security sensitive documents shall be maintained in a secure location separated from non-confidential and security sensitive documents, with access limited to designated staff. . . . ITS will assist RMC to develop sufficient storage space for each department. . . . All MTA departments will use the same system


	Section modified to incorporate Retention Schedule in active files maintenance, requiring the electronic maintenance of departmental electronic records, and detailing the handling of security-sensitive documents. 

	Section 1.3.1 Saving Documents
	
	Documents are saved electronically . . . [and] sent to an RMC database on a weekly basis.  

	Added to incorporate electronic capture of significant documents.

	Section 1.3.3 Privileged/Confidential/Security Sensitive/Trade Secret Documents
	
	1.3.3.Privileged/Confidential/Security Sensitive/Trade Secret Documents shall be saved to . . .  electronic media and delivered directly to RMC  . . .  on a monthly basis as well.

	Procedure for protecting confidential and security-sensitive records in departmental files. 

	Section 1.3.4 Employee Training
	
	1.3.4.  Employee Training: Every MTA employee shall receive training about public records and thereafter be deemed to understand that MTA records are the property of the agency and not the employee or the general public. 

	Added to explain the requirement for records management training

	
	
	
	

	Section 1.4: Records Inventory: add final sentence
	
	Only documents and records retained by RMC under the Records Retention Schedule shall be considered MTA’s Official Records to be retained in the regular course of business.
	This sentence limits the responsibility of MTA in maintaining and producing only the records pertaining to actual MTA business. 

	Section 1.5.1 Records Inactivation
	
	The Records Coordinator reviews and verifies that the records are being transmitted in accordance with this policy.  

	Assigns responsibility to Departmental Records Coordinator to ensure records are inactivated in accordance with MTA policy, as recommended by File Pros consultant. 

	Section 1.5.3.2 Approved Methods of Records Destruction
	
	1.5.3.2 Only the individuals . . . . [designated by this policy]  are authorized to destroy records under this policy and in doing so, must employ one of the approved methods. . . .
	Added to ensure that MTA records are not inadvertently or purposefully destroyed except in strict compliance with the MTA Records Retention Schedule

	Section 1.5.3.3 Employee Copying and Use of MTA Records
	
	Employees shall not copy or retain MTA records for any unofficial or personal reason.
	Added to reaffirm the MTA’s ownership and control of its records and that these records can only be used for MTA business.



	Section 1.5.3.4 Results of Using Personal Computers or Other Electronic Devices to do MTA Work
	
	Staff shall not work on or transfer any MTA record onto a non-MTA issued computer or other electronic device 

	Added to protect MTA’s rights and position, especially in the event of litigation, by restricting the unauthorized duplication of MTA’s records

	1.6 Records Coordinator
	
	The Coordinator is responsible for managing Department records and insuring compliance with the records retention policy.
	Added to define the expanded role of departmental records coordinators as recommended by File Pros consultant and the Records Management Committee.

	Section 1.7
	
	Email creates electronic records that are managed under this policy. Where an email message constitutes a significant record, as in an affirmative act regarding a particular Board or agency activity, approval or rejection of a contract or management decision, the email shall be retained either in the departmental database or as a paper document in a project file.
	Added to clarify the implications of the Records Retention Schedule with regards to Email.

	1.8 Confidential Records
	
	Documents and records that are determined to be confidential and highly sensitive shall be protected to the extent of the law.  

1.8.3Pre-bid/Proposal Documents:  MTA has determined that all bidders and proposers must submit their pre-bid or proposal preparation documents to MTA at the time they submit the bid/proposal.

1.8.4. Internal Negotiation Documents 
 

	Added to explain the types of records that are confidential, the need to protect their confidentiality, and the means for protecting it. 

	1.9 Release of Public Records
	
	Release of Public Records

	Added to clarify the roles of County Counsel and RMC in handling public records requests, as custodian of records for the agency, and to explain why certain confidential and security sensitive records may be exempt from disclosure. 

	2.0-2.2 Exempt Security Sensitive & Privileged Documents
	
	2.0 Exempt Security Sensitive & Privileged Documents. The MTA has determined that it must limit access to certain categories of records.

	Added to preclude disclosure of records that might compromise public security and transportation systems

	3.0 Emergency Back-up/Catastrophic Event Protection
	
	3.0
Emergency Back-Up/Catastrophic Event Protection. . . . Because of the significance of their purpose, MTA will not allow access or provide copies of these documents due to the potential of their being compromised. . . .

	Added to exclude from unnecessary disclosure copies of records maintained purely to restore MTA operations in the event of a disaster. 
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