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EXECUTIVE SUMMARY

More than three years after the attacks of 9/11, our nation’s chemical
manufacturing and transport facilities remain extremely vulnerable to terrorism.
The Bush administration’s reliance on voluntary actions by the chemical industry
has failed to produce sufficient change at the nation’s 15,000 facilities that use or
produce deadly chemicals. Yet there are readily available hazard-reduction 
techniques including replacing the most dangerous chemicals with less toxic 
substances, reducing the amount of chemicals we store, and hardening facilities
to both deter and protect against potential attacks. 

Voluntary approaches have failed to accomplish what our national 
security requires, leaving us with no choice: the administration must put aside its
ideological resistance to federal action, overcome private sector inertia, force a
change in the status quo, and put into place new safety measures. Tax incentives,
up-front low interest loans or homeland security grants can be used to speed the
process and relieve some financial burden on the industry. Action cannot wait. 

In this, the first in a series of papers on protecting our critical 
infrastructure, the Center for American Progress sets out a 12-month action plan
to reduce the risks posed by the nation’s chemical facilities. We recommend
using existing government and industry data to create a priority list of the most
vulnerable facilities that produce or use the most dangerous toxic chemicals,
making them prospective terrorist targets. We then call for immediate leadership
by the Environmental Protection Agency to write new, effective guidelines on
reducing hazards. This would be followed by audits of these priority facilities
and the creation of plans to use state-of-the-art techniques to increase safety.
Facility operators who fail to aggressively implement these plans would be 
subject to strong enforcement action and significant penalties. Finally, we 
recommend that the government fund a new program devoted to the longer term
task of developing safer alternatives to today’s deadly chemicals. Taken together,
these steps form a specific, concrete and actionable plan to protect our 
communities and make our country more secure.
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BACKGROUND

The attacks of 9/11 tragically revealed our nation’s vulnerability to 
terrorism. In response, Congress and the Bush administration committed to
secure “critical infrastructure and key assets” under the Patriot Act.1 The 2002
National Strategy for Homeland Security established critical infrastructure 
protection as a “critical mission area.”2 But today, despite this obligation, there
has been insufficient progress in protecting the public from potential attacks on
the nation’s most dangerous chemical facilities, which remain vulnerable 
high-impact targets for terrorists intent on damaging our nation.3

The U.S. Environmental Protection Agency (EPA) estimates that more
than 100 chemical facilities in 24 states threaten more than a million people
each,4 and the industry’s own assessments do not disagree.5 These are only the
biggest targets among the nation’s more than 15,000 chemical plants. “No one
needed to convince us that we could be – and indeed would be – a target at some
future date,” the president of the American Chemistry Council (a Washington-
based industry association) said a few weeks after 9/11. “If you are looking for a
big bang, obviously you don’t have to go far in your imagination to think about
what the possibilities are.”6 Recent accidents underscore the severity of the risk.
For example, in January, a train carrying chlorine gas derailed near Graniteville,
South Carolina. The resulting release of the gas killed nine, but might have
caused more than 100,000 deaths in a major urban area.  

Several dozen acutely dangerous chemicals are used in significant 
quantities in and around large population centers. Chlorine gas is commonly used
at wastewater treatment facilities, putting 19 million Americans at risk.7 The
nerve gas phosgene is a key ingredient for manufacturing plastics. Concentrated
ammonia – the major ingredient used in the Oklahoma City bombing – is used by
scores of manufacturers to make fertilizer. And cyanide compounds are used to
manufacture nylon. 

Despite this danger, security at the nation’s chemical plants has 
historically been treated as a secondary concern, the province of a small cadre of
environmental and public safety professionals. As part of the 1990 amendments
to the Clean Air Act, Congress directed each chemical facility to develop a “Risk
Management Plan” (RMP) (see box). These plans include, among other things,
five-year accident histories, measures to prevent an accidental release, response
plans to mitigate damage should one occur, and assessments of potential dangers
to surrounding communities, including worst-case scenarios. Yet up until now,
companies have not been required to assess and consider inherently safer 
methods of operation. The private sector has yet to understand or embrace the
increased security requirements that now exist beyond traditional safety and 



New Strategies to Protect America: Securing our Nation’s Chemical Facilities

environmental concerns. We have lost
valuable time.

Immediately after 9/11, there was
an attempt to jump-start an aggressive
program to reduce the attractiveness of
chemical plants to terrorists. Congress
held hearings and, just six weeks after
the attacks, Sen. Jon Corzine (D-NJ)
introduced the Chemical Security Act of
2001. The bill, which quickly received
substantial bipartisan support, focused
on sites across the country where 
hazardous chemicals were produced or
stored and called for the chemical 
industry to switch to less dangerous
processes “to the extent practicable.”  

However, industry strongly 
resisted government efforts to decrease
the nation’s vulnerability to terrorist
attacks at its facilities. Thirty trade 
associations, including the American
Chemistry Council, American Petroleum
Institute, American Farm Bureau, Edison
Electric Institute, National Association
of Manufacturers, and U.S. Chamber of
Commerce, opposed the Corzine bill.
The bill died in Congress without even 
a vote.  

For appearances sake, the 
administration worked with Sen. James
Inhofe (R-OK) to develop a far weaker
bill. It provided no government authority
to enforce safety requirements or require
emergency action by companies.
Incredibly, companies were not even
obligated to submit self-assessment
plans for government review and
approval. As Rena Steinzor of the Center
for Progressive Regulation put it, the Inhofe bill “was like giving your class an 
open-book take home exam – and telling them you’re not going to collect it.”

2

Excessive Secrecy Threatens Accountability

More than two years before the 9/11 terrorist
attacks, Congress decided to restrict public access to
worst-case scenario assessments contained in the Risk
Management Plans (RMP) of chemical companies.
These assessments estimate the number of people in the
surrounding area who would be killed or injured from a
catastrophic chemical release.

As a result of Congress’s action, the public can
only obtain this information in 50 “reading rooms”
around the country.  EPA and other federal agencies are
prohibited from disseminating it through the Internet
(though parties who obtain the information from the
reading rooms can disseminate it as they see fit).

Congress took this action after the chemical
industry – a longtime opponent of such disclosure –
convinced the FBI that worst-case scenario data created
an increased risk of terrorism.  At the time, the FBI
determined there was no increased risk associated with
the rest of the information contained in RMPs, 
including accident histories, prevention measures, and
disaster plans.  Nonetheless, despite the FBI assessment,
EPA immediately yanked this information from its web
site following 9/11.  To date, all RMP information
remains off-line, without any detailed explanation.  

Security is important, and goes hand-in-hand
with accountability. In the past, community groups and
environmental organizations, as well as the media and
everyday citizens, have used such information to hold
corporations and government accountable. This public
pressure has achieved significant safety improvements.
For example, since facilities began publicly reporting
toxic releases in 1988, releases have declined by nearly
50 percent.21 This is no less true when it comes to 
security. Sufficient information should be available for
the public to judge that clear security standards are
being established and action taken. Risk Management
Plans continue to have an important role to play and
need to more accessible to the public.

Reece Rushing
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Even the Inhofe bill never went to the
Senate floor for debate and a vote.

While this was dying in Congress,
EPA initially stepped up to the plate, 
asserting that it could address the problem
using its existing authority under the Clean
Air Act. The Clean Air Act authorizes EPA
to issue regulations to prevent any 
“unanticipated emission of a regulated 
substance or other extremely hazardous
substance into the air” and imposes a 
“general duty” of precaution on sources,
directing them to “design and maintain a
safe facility” in order to prevent dangerous
releases.8 Because few actions are as 
unanticipated as terrorism and because
operating a safe facility includes reducing
its vulnerability to attack, this language
gives EPA ample authority to create strong,
mandatory security standards.

Unfortunately, EPA had little 
political support within the administration
to move forward, and the Bush White
House ultimately transferred lead 
responsibility for chemical plant safety to
the Department of Homeland Security
(DHS), which lacks clear statutory 
authority to require industry action. In her
new book, then-EPA Administrator
Christine Todd Whitman explains that she
was frustrated by “the lack of support we
were receiving in meeting our 
responsibility.”9

At the time of the transfer, Whitman
and then-DHS Secretary Tom Ridge issued
a joint statement explaining that voluntary
measures by the chemical industry were
not enough. Ridge also testified before
Congress that post-9/11 security 
deficiencies had been validated at dozens

Chemical Transport Part of the Equation

When industrial plants switch to 
non-explosive and non-lethal chemical 
alternatives, they will no longer need to transport
these hazardous materials. Thus, improving
chemical plant security can also improve 
transportation security.

As it stands, railroad tank cars carrying
deadly chemicals make for inviting targets. They
are not guarded like chemical plants; indeed,
many tank cars are covered by graffiti, testifying
to their vulnerability. Making matters worse,
more than half of the nation’s 60,000 tank cars
that carry hazardous materials were built before
1989 and are not up to current industry standards,
making them less resistant to rupture, according
to the National Transportation Safety Board.22

Unfortunately, the Bush Administration
has failed to show leadership in the transportation
area, just as it has with chemical plants. “The
federal government has the authority to regulate
the security of chemicals as they are being 
transported on roads, railways and waterways,”
Richard A. Falkenrath, President Bush’s former
deputy homeland security adviser, pointed out in
a recent Washington Post op-ed. “With only one
minor exception, the administration has not 
exercised this authority in any substantial way
since Sept. 11. There has been no meaningful
improvement in the security of these chemicals
moving through our population centers.”23

A number of measures are needed to
address the transport of hazardous chemicals.
This includes improved physical security and 
surveillance, real-time tracking of trucks and rail
cars hauling dangerous cargoes, routing 
hazardous material away from target cities, and
halting storage of hazardous chemicals in rail
cars outside a plant’s perimeter. The Center for
American Progress intends to offer more detailed
recommendations on chemical transport in a
forthcoming report.

Reece Rushing
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of chemical facilities across the country.10 Nonetheless, the Bush administration
failed to show the leadership necessary to overcome Congressional opposition to
passing robust and mandatory protections.

On the industry side, in June 2002, the American Chemistry Council
(ACC) issued new standards that called on its members to add security 
assessments, timelines and independent validation of security improvements.
However, this third-party certification is limited to goals set by the companies
themselves.11 Indeed, external reviewers, who are selected by the company 
being evaluated, do not consider safer chemicals and process changes that could 
eliminate the need for add-on physical security (such as fences, alarms, and
lights). Nor do they need to have expertise in design engineering for reducing
hazardous chemicals. This approach, as documented by the General Accounting
Office, does not go far enough to meet today’s security requirements.12

Thus far, industry steps have focused on enhancing physical security
around their plants. This has meant higher fences and increased surveillance, and
in some cases, updated warning and evacuation plans. These techniques are not
focused on reducing the chances of a deadly attack but rather on detecting and
frustrating attacks about to occur and protecting residents after an attack.

The lack of risk reduction has left the public at substantial risk. Journalist
Carl Prine of the Pittsburgh Post Gazette attempted to enter 30 facilities and
found “almost non-existent security in a lot of places,” including one Chicago
facility where he sat on top of a chemical tank and waved at security personnel.
“I began to wonder,” Prine told 60 Minutes, “what would it take for me to get
arrested at one of these plants? Would I have to come in carrying an AK-47?
What would it take for someone to say, ‘Why is this guy walking around taking
pictures of our tanks?’” 

It is not hard to identify the primary reason behind the anemic effort to
reduce the hazards posed by deadly chemicals: the Bush administration’s 
decision to rely only on voluntary industry efforts. As in other major economic
sectors, the White House has essentially allowed the chemical industry to police
itself – even in the face of widespread consensus by its own experts that these
plants are easy, deadly targets. Security has been trumped by a reflexive ideology
that rejects government regulation out of hand. Recently, the Bush administration
listed 15 potential disaster scenarios to focus homeland security preparedness.
One of these scenarios involved the deliberate explosion of a chlorine tank at an
industrial facility. Yet the administration has never required steps that would
make such a catastrophe less likely to occur. It also joined with the railroad and
chemical industries to contest a new ordinance passed by the City of Washington,
D.C. that restricts the routing of rail cars carrying hazardous material through the

4
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city to other destinations (see box page 3). Warren Rudman, co-chair of the U.S.
Commission on National Security, pointed out the problem with following 
industry’s line: “With all due respect, and I’m a great admirer of private business,
private business does not necessarily always have the public interest uppermost
in their minds.”13

EXISTING SOLUTIONS:  INHERENT HAZARD REDUCTION

Ironically, chemical manufacturers and users in the United States already
have the techniques and tools they need to better protect public safety and reduce
the terrorism risk to their facilities. Physical security upgrades should be 
encouraged and supported, but alone are inadequate. The chemical industry must
rapidly reduce reliance on potentially lethal chemicals that are most likely to
attract terrorist interest in the first place.  

The best answer lies in a process known as “inherent hazard reduction,”
which sets forth a hierarchy of effective, readily available techniques. By 
eliminating or greatly minimizing the quantities of acutely hazardous chemicals
stored in any one plant or site, this approach has the potential to significantly
reduce the number of vulnerable targets and the risks associated with those 
targets. Up to this point, however, the chemical industry has overlooked or
ignored these techniques. Inherent hazard reduction includes four primary 
elements: materials substitution, just-in-time manufacturing, inventory reduction,
and hardened storage.

Materials Substitution

The goal of materials substitution is clear: replace acutely toxic 
substances with less dangerous alternatives. This technique sits at the top of the
hazard reduction hierarchy and should be the option of choice wherever possible.  

Take the example of water treatment and disinfection, where there are
already non-toxic, non-explosive alternatives for widely used and deadly toxic
compounds. The current system combines chlorine gas and sulfur dioxide gas.
Each of these chemicals is highly toxic; chlorine gas poses an acute and deadly
risk to populations wherever it is in heavy use. Using the substitution approach,
chlorine is replaced with sodium hypochlorite (industrial bleach), which won’t
explode, or ultraviolet light, which avoids chemicals altogether. Sulfur dioxide is
readily replaced with a variety of alternative chemical-reducing agents, including
thiosulfate.
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Elimination of these two highly toxic
chemicals is an extremely practical option that
is already gaining acceptance. Many
water/wastewater facilities have already 
undertaken this option. In a December 2003
report, Environmental Defense examined each
wastewater facility that in 1999 reported that a
chemical accident at its plant would endanger
100,000 or more people.14 Of the 62 such
plants, a dozen had since switched from 
chlorine to sodium hypochlorite or ultraviolet
light. This includes plants in California, Florida,
Georgia, Louisiana, Michigan, Ohio,
Pennsylvania, Utah, Washington, and
Washington, D.C. (see box).

Substitution is more difficult, but not
impossible, where a chemical is used as a 
critical feedstock for industrial manufacturing.
For example, polycarbonate plastics, which are
currently manufactured by some companies
using the dangerous nerve gas phosgene, can be
made using a much more benign 
transesterification process. Polyurethane foams,
which are currently manufactured by some 
companies using toluene isocyanate (a cyanide
derivative) can also be manufactured with 
alternative chemical compounds. 

Material substitution also has a clear side
benefit for transportation, particularly rail and
truck security. Because of material substitution,
fewer rail cars carrying hazardous materials are
today moving through on lines that pass literally
within yards of critical areas, including govern-
ment offices like the U.S. Capitol. 

Of course, companies that use dangerous
chemicals in a manufacturing or business
process are most likely to adapt less toxic 
alternatives if they are relatively cost effective.  Substitution benefits safety and
security, which in turn reduces long-term risk. Less dangerous substances can be
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What’s Good for Washington, D.C…24

For years, the Blue Plains Wastewater
Treatment Plant in Washington, D.C. stored
hazardous chlorine gas in 90-ton rail cars. A
rupture of just one of these rail cars would have
put 1.7 million people at risk, and would cover
the White House, Congress, and Bolling Air
Force Base. 

These risks had been known for almost
two decades, prompting repeated complaints
from the Department of Defense and the City of
Washington – which commissioned a study in
1991 that recommended industrial bleach as a
safer substitute for the more dangerous 
chlorine. Yet the Blue Plains facility refused to
change, no government action was taken, and
the danger persisted. 

Then came 9/11. Suddenly, the threat of
a terrorist attack on the plant, setting off a 
deadly release of chlorine, became very real.
Indeed, the Washington Post reported that trade
publications from the U.S. chemical industry
were found in a hideout of Osama bin Laden.25

In short order, the Blue Plains facility removed
its 90-ton rail cars, and began to use sodium
hypochlorite bleach, which does not have the
potential to drift off-site, as a substitute for
chlorine. 

Initial construction costs associated
with the switch were about $500,000; 
subsequent capital improvements were 
completed in 2003 at a cost of $15 million,
adding about 25 cents to the average customer’s
monthly bill.26 These costs have been 
substantially offset by a reduction in costs for
security, maintenance (which have declined
$300,000 annually), and hazardous substance
rule compliance.    

Reece Rushing
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cheaper to transport. Less risk reduces liability, which may also translate into
lower commercial insurance premiums.  

Substitution may not be immediately economically feasible for companies
that manufacture acutely toxic chemicals as products. However, the government
should develop financial incentives – including tax breaks, upfront low-interest
loans or homeland security grants – for research and development of safer 
alternatives.

Just-in-Time Manufacturing

Just-in-time manufacturing aims to limit storage of acutely toxic 
substances by adopting manufacturing processes that reduce the need to store
deadly chemicals.  Where industry simply cannot substitute fewer acutely toxic
substances, this process calls for synthesizing immediately before using the 
molecules of a chemical needed for a reaction, rather than synthesizing them 
earlier and storing them in reserve. 

Just-in-time manufacturing is an eminently practical option in many 
situations and has been undertaken by many companies. For example, at many 
of its plants today, Dow Chemical produces phosgene using this process. DuPont
adopted this technique for producing methyl isocyanate in the immediate wake 
of the Bhopal disaster in 1984.15 With the advent of nanotechnology that enables
more efficient use of chemicals, the potential for just-in-time manufacturing
could increase exponentially,16 adding further impetus for the chemical industry to
abandon old school rules and adopt inherently safer and more secure practices. 

Inventory Reduction and Separation

Where substitution and just-in-time manufacturing are not feasible, 
chemical plants should aim to decrease total storage inventories of acutely toxic
substances, or should that prove impossible, take steps to separate inventory into
smaller tanks and containment vessels. Both of these techniques will decrease the
likely impact of a terrorist attack, while also offering terrorists less accessible 
targets.

Reduction in on-site storage and so-called “fractionation” involve 
marginal up-front costs, but risks can be substantially diminished. For example,
in the late 1990s, Bayer redesigned a cooling system at one of its plants to 
eliminate about 30 percent of the ammonia inventory;17 around the same time,
Kodak stopped using large one-ton containers to store chlorine gas and began
using 150-pound cylinders instead, eliminating the potential off-site impact from
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a worst-case release.18 Industry needs to adapt its facilities and operations based
on the real possibility that intruders will deliberately try to kill or injure as many
people as possible, destroy as much property as possible, and instill panic and
economic disruption within major communities. 

Hardened Storage

In cases where all of the first three techniques are determined to be 
infeasible, the best short-term solution is to harden or hide storage vessels of
acutely toxic chemicals to decrease their vulnerability as targets. One way to do
this is to store chemicals underground. A number of large flammable gas storage
facilities are underground caverns, including a Marathon facility in Woodhaven,
Michigan, and an AmeriGas facility in Waddell, Arizona. Tanks and other storage
facilities need to be less visible, less accessible, and less vulnerable to deliberate
attacks or sabotage. The federal government has the power to raise minimum
facility standards. 

A STRATEGIC ACTION PLAN

New Secretary of Homeland Security Michael Chertoff spoke recently
about a “hierarchy of risks” and the need to “put our resources to work in a way
that most closely approximates the most serious risks with the worst 
consequences and the greatest vulnerabilities.”19 The administration’s hands-off
approach to chemical facilities is at odds with this stated objective.

The issue is not whether voluntary approaches are inherently good and
government regulation is inherently bad. The only question that matters is
whether our critical infrastructure is adequately protected. When it comes to
chemical facilities, the answer is no. Voluntary approaches have not worked. It’s
time to change our strategy.  

We strongly urge the administration to set aside its general hostility
toward regulation of industry and properly address the catastrophic potential 
that an attack on a chemical plant poses to public safety. The required federal 
authority already exists and none of the recommendations that follow requires 
the enactment of new legislation. Genuine progress in assessing and addressing
the risks posed by chemical plants to the American public is achievable within 12
months. A fast-track action plan should include the following steps.  

New Strategies to Protect America: Securing our Nation’s Chemical Facilities 8
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Set Priorities

Neither the private sector nor the federal government can solve overnight
the problem posed by the more than 15,000 chemical facilities around the 
country. Our goal should be to stay focused on the facilities that pose the greatest
threat, and to set priorities based on which ones use the deadliest chemicals in
significant quantities—those that cause immediate, catastrophic effects such as
creation of windborne toxic plumes that can move without warning into nearby
communities. Many, if not most, of the chemicals used in daily commerce do not
meet these criteria.

Fortunately, information is readily available to identify and prioritize the
most dangerous chemicals that make priority facilities vulnerable to terrorism.
EPA has been in the business of collecting information about chemical plants for
more than 30 years; various technical guidance documents and computer 
programs are already available to interpret this information and set priorities.
Furthermore, for many years, industry has been required to provide the 
government with chemical storage data for every facility.20 There are no legal or
regulatory obstacles to quickly identifying the highest priority industrial facilities.
We can develop a priority list through four simple steps:

1.  Identify acutely toxic chemicals.  Acute toxicity values for a chemical
indicate the concentration that could be fatal. Several government agencies,
including EPA, the Occupational Safety and Health Administration and the
Department of Transportation, provide toxicity values of a long list of chemicals,
often tiered by the severity of their toxic effect. Toxicity values from the National
Advisory Committee for Acute Exposure Guideline Levels for Hazardous
Substances and the American Industrial Hygiene Institute’s Emergency Response
Planning Guidelines are particularly comprehensive and well-suited for the task
of assessing the level of toxicity of facilities, though several other compilations
could also be used.

2.  Focus on chemicals that will create a toxic plume in the event of an
attack. The volatility of the selected acutely toxic chemicals must be evaluated
in order to properly identify those that would disperse off site if a storage tank
were hit in close proximity to a major population center. For this analysis, we
recommend EPA’s Computer Aided Management of Emergency Operations
(CAMEO) and Risk Management Planning Program (RMPComp), two computer
programs which have been used for many years by local emergency planning
agencies and industry for assessing potential off-site consequences of chemical
accidents. The volatility values assigned in these programs take into account the
vapor pressure of a chemical and its molecular weight to predict the extent to
which a chemical will create a vapor plume. 
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Table 1 provides a list of 20 chemicals in commerce that rise to the top of
the list using an assessment methodology that combines toxicity and volatility.
Table 2 summarizes the adverse health effects caused by exposure to these 
chemicals and their predominant use in industry.

3.  Research quantities of toxic material stored at nation’s plants. We
should identify the facilities that store significant quantities of the top priority
acutely toxic chemicals. The chemical storage data that industry is required to
routinely report to the government provides the basic information necessary for
this task. Because peculiarities of the current reporting requirements can cause
“double-counting” errors – making plants appear more dangerous than they 
actually are – we recommend that the government check against these errors by
contacting key facilities that rise to the top of the priority list. Longer term, the
existing reporting requirements should be modified to eliminate the possibilities
of double-counting.  

4.  Rank danger of plants by creating inherent hazard score. The next step
is to create a simple quantitative equation to analyze these factors and develop an
inherent hazard score of the chemical facilities that pose the greatest risks to the
nation. We recommend the equation presented below, which gives a 
straightforward quantification based on the key characteristics of concerns 
discussed above, although other similar quantifications could also be developed.

(Toxic Plume Factor/Toxicity) X Storage Quantity = Facility Score

The government could also include additional risk factors, including 
population density, into its ranking of priority sites. Because necessary 
information is readily accessible and the technical issues key to assessment are
trivial, we conservatively estimate that the government should be able to create
its list of target chemicals of concern and the most important facilities that store
them in less than 30 days.  

Strengthen Existing Government Authorities

On a parallel track, the government should set up an expert task force,
through the National Academy of Sciences or a similar organization, to write
guidelines for aggressive and effective hazard-reduction measures. EPA should
adopt these recommendations as an update to its guidance under section 112(r) 
of the Clean Air Act.

New Strategies to Protect America: Securing our Nation’s Chemical Facilities 10
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EPA should issue emergency regulations under section 112(r) of the Clean
Air Act and section 553(b) of the Administrative Procedure Act requiring priority
facilities to arrange for immediate and rigorous independent audits of their 
management of priority chemicals. These audits would help determine every 
possible option for adopting inherent hazard reduction techniques. We 
recommend that these audits culminate in the filing of a sworn statement that
every feasible option for inherent hazard reduction has been identified, and that
the recommended hazard reduction program be implemented as quickly as 
possible, with a schedule and milestones agreed to by the audit team. In every
instance where inherently safer technologies cannot be adopted, facilities should
implement site security that includes 24/7 monitoring of all facility perimeters to
prevent potential attacks, criminal screening of employees, and use of the best
available technologies to otherwise secure the facility. 

False statements, or failure to submit a sworn statement, should be
enforceable by both civil and criminal penalties as violations of the general duty
clause in section 112(r) of the Clean Air Act and/or 18 U.S.C. 1001.

A 12-Month Plan of Action

Within 30 days, the EPA should develop a list of plants that pose the
greatest risk to citizens based on the criteria identified above. This plan is fully
consistent with both the nature of the threat from global terrorist networks, such
as al Qaeda, and the Department of Homeland Security’s repeated pledge to
devote its energies and resources where the risk is most significant.

Within 60 days, joint DHS/EPA teams trained in both inherent hazard
reduction and site security should inspect the 25 highest priority facilities in the
country, moving on to the next 25 within the following 60 days. Inspections
should specify areas that make priority facilities vulnerable to terrorist attack and
recommend steps that could and should be taken to employ inherent hazard
reduction techniques and improve site security.

These findings and recommendations should be transmitted to each 
facility’s owner and operator in the context of a letter defining their “general
duty” under section 112(r) of the Clean Air Act. Industry should be required to
respond within 90 days. The government should take appropriate enforcement
action against those who do not agree to implement the recommendations.

Assuming that the rate of inspections will accelerate as more experience
is gained, joint EPA/DHS teams should complete evaluations of the top 500 
priority facilities within a year. During that same timeframe, the government
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should establish a program at the National Institute for Standards and Technology
to conduct research on substitutes for certain industrial applications of acutely
toxic chemicals. In conjunction with this effort, EPA should conduct an inventory
of hazard-reduction efforts – both in the United States and in other countries –
and identify best practices. This information should be used to educate facilities
and promote quick adoption of safer manufacturing processes.

CONCLUSION

Homeland security is an integral dimension of national security. If we are
to make our citizens, communities, and economy less vulnerable to terrorist
attacks, the status quo is unacceptable. In the eyes of global terrorists, chemical
facilities are “potential weapons of mass destruction.”  We have to be just as 
serious and determined to make them more secure as we are confronting the very
real dangers posed by weapons of mass destruction abroad. Since 9/11, the Bush
administration has engaged in preventive war abroad, but has not yet taken 
preemptive steps to address imminent threats in our midst. 

Where the threat is real and the risk significant, the security of the United
States – its people, its communities and its economy – should trump special 
interests. Voluntary approaches have been tried by the Bush administration. The
industry’s response has been insufficient. The government has the authority and
power to identify the most vulnerable sites and insist on action. The government
must lead. Fortunately, there is a strategy that can be immediately implemented
to make our country and our communities more secure. 

New Strategies to Protect America: Securing our Nation’s Chemical Facilities 12
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Table 1
Twenty Acutely Toxic Chemicals and their

Quantities Used in Commerce

Chemical Name Production
(million lbs. per year)

Ammonia (anhydrous) 31,697
Chlorine 30,836
Nitric acid 
(concentration of 80% or greater) 22,469
Ethylene oxide  9,190
Propylene oxide  4,980
Hydrochloric acid (anhydrous) 4,942
Phosgene  4,294
Vinyl acetate 3,730
Acrylonitrile  3,650
Hydrocyanic acid 1,937
Sulfur dioxide (anhydrous) 964
Hydrofluoric acid 
(concentration of 50% or greater) 835
Phosphorus trichloride  718
Bromine 715
Phosphorus oxychloride  88
Dimethyldichlorosilane  N/A
Hydrogen sulfide N/A
Methyl mercaptan  N/A
Methyltrichlorosilane  N/A
Trichlorosilane  N/A

N/A = Not available. The databases we 
consulted did not include this information.
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 e
m

er
ge

nc
y 

w
ith

 se
ve

re
 

sh
or

tn
es

s o
f b

re
at

h.
  

A
di

po
ni

tri
le

 (n
yl

on
 p

ro
du

ct
io

n)
, 3

3 
%

;  
A

cr
yl

ic
 fi

be
rs

, 2
5 

%
;  

A
B

S/
SA

N
 re

si
ns

, 2
3 

%
;  

A
cr

yl
am

id
e,

 9
 %

;  
N

itr
ile

 e
la

st
om

er
s, 

3 
%

;  
M

is
ce

lla
ne

ou
s, 

7 
%

.  

  



C
he

m
ic

al
 S

um
m

ar
ie

s 
(c

on
tin

ue
d)

 
 

C
he

m
ic

al
 D

es
cr

ip
tio

n 
an

d 
A

cu
te

 H
ea

lth
 E

ff
ec

ts
 

U
se

s 
H

yd
ro

cy
an

ic
 a

ci
d 

[H
yd

ro
ge

n 
cy

an
id

e]
:  

 C
ol

or
le

ss
 o

r p
al

e 
bl

ue
 li

qu
id

 o
r g

as
 w

ith
 a

 b
itt

er
 a

lm
on

d 
od

or
 d

et
ec

ta
bl

e 
at

 1
 to

 5
 

pp
m

.  
 D

iz
zi

ne
ss

, h
ea

da
ch

e,
 p

ou
nd

in
g 

of
 th

e 
he

ar
t, 

tro
ub

le
 b

re
at

hi
ng

 a
nd

 n
au

se
a.

 T
he

se
 

ca
n 

ra
pi

dl
y 

le
ad

 to
 c

on
vu

ls
io

ns
 a

nd
 d

ea
th

.  
 

A
di

po
ni

tri
le

 (n
yl

on
 6

/6
), 

47
 %

;  
A

ce
to

ne
 c

ya
no

hy
dr

in
, 2

7 
%

;  
So

di
um

 c
ya

ni
de

, 8
 %

; 
M

et
hi

on
in

e,
 6

 %
;  

C
he

la
tin

g 
ag

en
ts

, 2
 %

;  
C

ya
nu

ric
 c

hl
or

id
e,

 2
 %

;  
M

is
ce

lla
ne

ou
s, 

8%
.  

Su
lfu

r 
D

io
xi

de
:  

 Co
lo

rle
ss

 li
qu

id
 o

r g
as

 w
ith

 a
 c

ha
ra

ct
er

ist
ic

, p
un

ge
nt

 o
do

r d
et

ec
ta

bl
e 

at
 0

.3
 to

 5
 p

pm
, 

ca
n 

be
 a

 li
qu

id
 a

t <
 1

4 
de

gr
ee

s F
. P

re
se

rv
at

iv
e,

 d
isi

nf
ec

ta
nt

, b
le

ac
hi

ng
 a

ge
nt

 a
nd

 
an

tio
xi

da
nt

.  
 Irr

ita
te

s n
os

e,
 th

ro
at

 a
nd

 lu
ng

s c
au

sin
g 

co
ug

hi
ng

 a
nd

 sh
or

tn
es

s o
f b

re
at

h.
  H

ig
he

r 
ex

po
su

re
s c

an
 c

au
se

 a
 b

ui
ld

 u
p 

of
 fl

ui
ds

 in
 th

e 
lu

ng
s (

pu
lm

on
ar

y 
ed

em
a)

, a
 m

ed
ic

al
 

em
er

ge
nc

y 
w

ith
 se

ve
re

 sh
or

tn
es

s o
f b

re
at

h.
 

 

C
he

m
ic

al
s, 

40
 %

;  
 

Pu
lp

 a
nd

 p
ap

er
, 2

3 
%

;  
Fo

od
 a

nd
 a

gr
ic

ul
tu

re
 (m

ai
nl

y 
co

rn
 

pr
oc

es
si

ng
), 

14
 %

;  
W

at
er

 a
nd

 w
as

te
 tr

ea
tm

en
t, 

9 
%

;  
M

et
al

 a
nd

 o
re

 re
fin

in
g,

 6
 %

;  
M

is
ce

lla
ne

ou
s, 

8 
%

. 

H
yd

ro
flu

or
ic

 a
ci

d 
[H

yd
ro

ge
n 

flu
or

id
e]

:  
 C

ol
or

le
ss

, f
um

in
g 

liq
ui

d 
or

 g
as

 w
ith

 a
 st

ro
ng

, i
rr

ita
tin

g 
od

or
. B

re
at

hi
ng

 c
an

 ir
rit

at
e 

th
e 

lu
ng

s a
nd

 c
au

se
 sh

or
tn

es
s o

f b
re

at
h.

  H
ig

he
r e

xp
os

ur
es

 c
an

 c
au

se
 a

 b
ui

ld
 u

p 
of

 
flu

id
s i

n 
th

e 
lu

ng
s (

pu
lm

on
ar

y 
ed

em
a)

, a
 m

ed
ic

al
 e

m
er

ge
nc

y 
w

ith
 se

ve
re

 
sh

or
tn

es
s o

f b
re

at
h.

 

Fl
uo

ro
ca

rb
on

s, 
60

 %
;  

C
he

m
ic

al
 d

er
iv

at
iv

es
, 1

8 
%

; 
A

lu
m

in
um

 m
an

uf
ac

tu
rin

g,
 6

 %
;  

St
ai

nl
es

s s
te

el
 p

ic
kl

in
g,

 5
%

;  
Pe

tro
le

um
 a

lk
yl

at
io

n 
ca

ta
ly

st
s, 

4 
%

;  
M

is
ce

lla
ne

ou
s, 

7 
%

.  

  



C
he

m
ic

al
 S

um
m

ar
ie

s 
(c

on
tin

ue
d)

 
 

C
he

m
ic

al
 D

es
cr

ip
tio

n 
an

d 
A

cu
te

 H
ea

lth
 E

ff
ec

ts
 

U
se

s 
Ph

os
ph

or
us

 tr
ic

hl
or

id
e:

  
 C

ol
or

le
ss

 to
 y

el
lo

w
, f

um
in

g 
liq

ui
d 

w
ith

 a
n 

od
or

 li
ke

 h
yd

ro
ch

lo
ric

 a
ci

d.
 

 H
ig

h 
ex

po
su

re
s c

an
 c

au
se

 a
 b

ui
ld

 u
p 

of
 fl

ui
ds

 in
 th

e 
lu

ng
s (

pu
lm

on
ar

y 
ed

em
a)

, a
 

m
ed

ic
al

 e
m

er
ge

nc
y 

w
ith

 se
ve

re
 sh

or
tn

es
s o

f b
re

at
h.

 
 

Pe
st

ic
id

e 
in

te
rm

ed
ia

te
s, 

(p
ar

tic
ul

ar
ly

 
gl

yp
ho

sa
te

) 6
5 

%
; 

Ph
os

ph
or

us
 o

xy
ch

lo
rid

e,
 1

5%
;  

Ph
os

ph
or

ou
s a

ci
d 

(p
rim

ar
ily

 fo
r w

at
er

 
tre

at
m

en
t c

he
m

ic
al

s)
, 1

0 
%

;  
M

is
ce

lla
ne

ou
s, 

10
%

. 

B
ro

m
in

e:
  

 H
ea

vy
, r

ed
-b

ro
w

n,
 fu

m
in

g 
liq

ui
d 

w
ith

 a
 c

ho
ki

ng
, i

rri
ta

tin
g 

od
or

, c
au

se
s t

ea
rs

.  
O

do
r 

ca
n 

be
 d

et
ec

te
d 

at
 c

on
ce

nt
ra

tio
ns

 a
s l

ow
 a

s 0
.0

5 
pp

m
. 

 H
ig

h 
ex

po
su

re
s c

an
 c

au
se

 a
 b

ui
ld

 u
p 

of
 fl

ui
ds

 in
 th

e 
lu

ng
s (

pu
lm

on
ar

y 
ed

em
a)

, a
 

m
ed

ic
al

 e
m

er
ge

nc
y 

w
ith

 se
ve

re
 sh

or
tn

es
s o

f b
re

at
h.

 

Fl
am

e 
re

ta
rd

an
ts

, 4
0 

%
; 

D
ril

lin
g 

flu
id

s, 
24

 %
; 

Pe
st

ic
id

es
 (m

os
tly

 m
et

hy
l b

ro
m

id
e)

, 1
2%

;  
W

at
er

 tr
ea

tm
en

t c
he

m
ic

al
s, 

7 
%

;  
M

is
ce

lla
ne

ou
s, 

17
 %

.  

Ph
os

ph
or

us
 o

xy
ch

lo
ri

de
:  

 V
ol

at
ile

, c
ol

or
le

ss
 to

 p
al

e 
ye

llo
w

, s
tro

ng
ly

 fu
m

in
g 

liq
ui

d.
 

Ph
os

ph
at

e 
es

te
rs

, 8
5 

%
 (f

la
m

e 
re

ta
rd

an
ts

 
an

d 
pl

as
tic

iz
er

s f
or

 p
la

st
ic

s a
nd

 u
re

th
an

es
); 

M
is

ce
lla

ne
ou

s, 
in

cl
ud

in
g 

pe
st

ic
id

es
 a

nd
 

lu
be

 o
il 

ad
di

tiv
es

, 1
5 

%
.  

 
D

im
et

hy
ld

ic
hl

or
os

ila
ne

:  
 V

io
le

nt
 re

ac
tio

n 
w

ith
 w

at
er

 a
nd

 a
lc

oh
ol

s. 
B

re
at

hi
ng

 c
an

 ir
rit

at
e 

th
e 

lu
ng

s a
nd

 c
au

se
 

sh
or

tn
es

s o
f b

re
at

h.
  H

ig
he

r e
xp

os
ur

es
 c

an
 c

au
se

 a
 b

ui
ld

 u
p 

of
 fl

ui
ds

 in
 th

e 
lu

ng
s 

(p
ul

m
on

ar
y 

ed
em

a)
, a

 m
ed

ic
al

 e
m

er
ge

nc
y 

w
ith

 se
ve

re
 sh

or
tn

es
s o

f b
re

at
h.

 

C
he

m
ic

al
 in

te
rm

ed
ia

te
 fo

r t
he

 m
an

uf
ac

tu
re

 
of

 si
lic

on
e.

  



 
C

he
m

ic
al

 S
um

m
ar

ie
s 

(c
on

tin
ue

d)
 

 
C

he
m

ic
al

 D
es

cr
ip

tio
n 

an
d 

A
cu

te
 H

ea
lth

 E
ff

ec
ts

 
U

se
s 

H
yd

ro
ge

n 
su

lfi
de

:  
 C

ol
or

le
ss

 g
as

 w
ith

 a
 st

ro
ng

 o
do

r o
f r

ot
te

n 
eg

gs
 d

et
ec

ta
bl

e 
at

 0
.0

01
 to

 0
.1

 p
pm

; 
liq

ui
d 

at
 h

ig
h 

pr
es

su
re

, l
ow

 te
m

pe
ra

tu
re

. 
 N

au
se

a,
 d

iz
zi

ne
ss

, c
on

fu
si

on
 h

ea
da

ch
e.

  H
ig

h 
co

nc
en

tra
tio

ns
 c

au
se

 im
m

ed
ia

te
 

de
at

h,
 th

ro
ug

h 
th

e 
ne

rv
ou

s s
ys

te
m

 re
su

lti
ng

 in
 p

ar
al

ys
is

 o
f r

es
pi

ra
to

ry
 c

en
te

rs
. 

U
se

d 
in

 th
e 

m
an

uf
ac

tu
rin

g 
of

 c
he

m
ic

al
s;

 in
 

m
et

al
lu

rg
y;

 a
na

ly
tic

al
 re

ag
en

t; 
ag

ric
ul

tu
ra

l 
di

si
nf

ec
ta

nt
; i

nt
er

m
ed

ia
te

 fo
r s

ul
fu

ric
 a

ci
d,

 
el

em
en

ta
l s

ul
fu

r, 
so

di
um

 su
lfi

de
, a

nd
 o

th
er

 
in

or
ga

ni
c 

su
lfi

de
s;

 a
dd

iti
ve

s i
n 

ex
tre

m
e 

pr
es

su
re

 lu
br

ic
an

ts
 a

nd
 c

ut
tin

g 
oi

ls
; a

nd
 a

s 
an

 in
te

rm
ed

ia
te

 fo
r o

rg
an

ic
 su

lfu
r 

co
m

po
un

ds
. 

M
et

hy
l m

er
ca

pt
an

:  
 C

ol
or

le
ss

 g
as

 w
ith

 a
 d

is
ag

re
ea

bl
e 

od
or

 li
ke

 g
ar

lic
: c

an
 b

e 
liq

ui
d 

at
 <

43
 ˚ 

F.
 

 B
re

at
hi

ng
 h

ig
h 

co
nc

en
tra

tio
ns

 c
au

se
s h

ea
da

ch
e,

 n
au

se
a,

 v
om

iti
ng

, d
iz

zi
ne

ss
, 

m
us

cl
e 

w
ea

kn
es

s, 
an

d 
lo

ss
 o

f c
oo

rd
in

at
io

n.
 H

ig
he

r c
on

ce
nt

ra
tio

ns
 c

an
 c

au
se

 lo
ss

 o
f 

co
ns

ci
ou

sn
es

s a
nd

 d
ea

th
 b

y 
re

sp
ira

to
ry

 p
ar

al
ys

is
 a

nd
 p

ul
m

on
ar

y 
ed

em
a.

   

U
se

d 
in

 m
an

uf
ac

tu
rin

g 
of

 p
es

tic
id

es
, 

pl
as

tic
s a

nd
 p

ha
rm

ac
eu

tic
al

s, 
an

d 
as

 a
 g

as
 

od
or

an
t t

o 
se

rv
e 

as
 a

 w
ar

ni
ng

 p
ro

pe
rty

 fo
r 

od
or

le
ss

 b
ut

 h
az

ar
do

us
 g

as
es

. 

M
et

hy
ltr

ic
hl

or
os

ila
ne

:  
 C

ol
or

le
ss

 li
qu

id
 w

ith
 a

cr
id

 o
do

r. 
 

H
ig

h 
ex

po
su

re
s c

an
 c

au
se

 a
 b

ui
ld

 u
p 

of
 fl

ui
ds

 in
 th

e 
lu

ng
s (

pu
lm

on
ar

y 
ed

em
a)

, a
 

m
ed

ic
al

 e
m

er
ge

nc
y 

w
ith

 se
ve

re
 sh

or
tn

es
s o

f b
re

at
h.

 

C
he

m
ic

al
 in

te
rm

ed
ia

te
 fo

r t
he

 m
an

uf
ac

tu
re

 
of

 si
lic

on
e.

 
    

 



C
he

m
ic

al
 S

um
m

ar
ie

s 
(c

on
tin

ue
d)

 
 

C
he

m
ic

al
 D

es
cr

ip
tio

n 
an

d 
A

cu
te

 H
ea

lth
 E

ff
ec

ts
 

U
se

s 
Tr

ic
hl

or
os

ila
ne

:  
 Co

lo
rle

ss
 li

qu
id

 w
ith

 a
cr

id
 o

do
r f

um
es

 in
 a

ir,
 su

pp
or

ts 
co

m
bu

sti
on

.  
Irr

ita
te

s n
os

e,
 th

ro
at

 a
nd

 lu
ng

s c
au

sin
g 

co
ug

hi
ng

 a
nd

 sh
or

tn
es

s o
f b

re
at

h.
  H

ig
he

r 
ex

po
su

re
s c

an
 c

au
se

 a
 b

ui
ld

 u
p 

of
 fl

ui
ds

 in
 th

e 
lu

ng
s (

pu
lm

on
ar

y 
ed

em
a)

, a
 m

ed
ic

al
 

em
er

ge
nc

y 
w

ith
 se

ve
re

 sh
or

tn
es

s o
f b

re
at

h.
 

  

N
/A

 

 
  N

/A
 =

 N
ot

 a
va

ila
bl

e.
 T

he
 d

at
ab

as
es

 w
e 

co
ns

ul
te

d 
di

d 
no

t i
nc

lu
de

 th
is

 in
fo

rm
at

io
n.
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