EXECUTIVE MANAGEMENT AND AUDIT COMMITTEE

APRIL 17, 2003

SUBJECT:
MANAGEMENT AUDIT SERVICES QUARTERLY REPORT

ACTION:
RECEIVE AND FILE

RECOMMENDATION

Receive and file the quarterly report of Management Audit Services.

ISSUE

The MTA Board of Directors requested a periodic report on audit activities by Management Audit Services.

BACKGROUND

Management Audit Services performs two types of audits – internal audits of MTA operations and external audits of our contractors and grantees.  In addition, Management Audit Services administers the MTA’s contractor pre-qualification program.

The Internal Audit Group consists of Internal Audit which is responsible for evaluating the internal control system of the MTA, as well as determining compliance with policy and regulation, ensuring the safeguarding of assets and evaluating MTA functions, activities and processes for efficiency and effectiveness; Information Technology Audit which conducts general control audits, system development audits, application audits and technical audits of the MTA’s information technology systems, programs and activities; and Control Self Assessment which assists management in defining objectives, implementing self assessment of risks, controls, residual risks, and developing action plans to mitigate excessive risk.

The External Audit Group consists of Contract Audit which conducts audits related to pre-awards, change orders, and incurred costs, as well as providing support for claims, contract close-outs and related litigation; and Project Audit which conducts close-out audits of projects funded by the Call-for-Projects and also provides oversight for the annual Consolidated Audit of financial and compliance audits, which is performed by a CPA firm under contract to MTA.

DISCUSSION

Since our last report, Internal Audit has issued the following internal audit reports:

  DATE

ISSUED

                     SUBJECT                       
12/19/02

Streetcar Restoration MOU

12/23/02

HR/Payroll Environment (IT)

12/31/02

Local Area Network Security (IT)

12/31/02

Farebox Vaulting Process

02/26/03

Fixed Asset Recommendations

02/26/03

Disaster Recovery Plan Test (IT)

In this report, we would like to highlight some of the above internal audits as well as the status of our control self assessment work and the contractor pre-qualification program.

Internal Audit
The purpose of the information technology audit of the HR/Payroll Environment was to determine whether the general controls over the AIX/UNIX operating system and the ORACLE database, which support the human resource and payroll application, are adequate and effective.  We recommended limiting the application programmers’ functions in order to improve segregation of duties and strengthening access security controls.  Management concurred with the recommendations and is evaluating methods of improvement.  The purpose of the information technology audit of Local Area Network Security was to evaluate the adequacy and effectiveness of the logical security controls over the MTA network used in sharing and transmitting payroll, financial and operations-related information from one location to another.  We recommended improvements in access monitoring and segregation of duties.  Management concurred with the recommendations and is in the process of implementing them.  The purpose of the internal audit of the Farebox Vaulting Process was to determine whether the controls over the removal of cash fares from the fareboxes were adequate to properly safeguard the revenue and whether the bus divisions were complying with the control procedures.  We recommended that a task force with representation from each sector be formed to revise and update the control procedures in order to improve compliance.  Management concurred with the recommendation, established a task force and invited Internal Audit to participate in the effort.  This process is currently underway.

Control Self Assessment
The Control Self Assessment unit was established in 1999 in response to the Inspector General’s recommendation that this was a way to improve internal controls within the MTA.  Through interviews, meetings, and review of policies and procedures, the Control Self Assessment unit guides the manager and staff of the various business units through the process of identifying their business process objectives, the risks and threats that may prevent them from achieving these objectives, and the controls that are in place to mitigate the risks.  If the manager’s self assessment determines that the controls are not adequate, or that the residual risk is not acceptable, an action plan is developed to implement additional controls.  The Control Self Assessment unit documents this process and maintains the emerging database of business processes, objectives, risks, controls and action plans.  This business process documentation is reviewed with, agreed to, and signed by the responsible manager, Director and Executive Officer to certify acceptance of management’s responsibility for the process and its internal controls.

The purpose of the Control Self Assessment documentation is to ensure continuity in a changing environment and to demonstrate that management is accountable for objectives and controls.  In addition, it provides training to management about business process objectives, risks and controls, and affords information to internal and external third parties in order to re-engineer processes or evaluate their efficiency and effectiveness.

We identified 150 principal business units within the MTA to document in this fashion, and currently have completed the documentation of 70% of these units.

Contractor Pre-Qualification
The Board adopted the Contractor Pre-Qualification program in 1997, after the State legislature enacted changes to the California Public Utilities Code.  The code requires the MTA Inspector General to formulate a questionnaire to be filled out and submitted by all contractors wishing to do business with the MTA.  The questionnaire asks for information relating to the contractor’s integrity, past performance, financial status, contributions to Board members and MTA staff, and other topics.  Our Contractor Pre-Qualification unit receives these questionnaires, analyzes this information, as well as information from other sources, and “qualifies” the contractor to bid on MTA contracts.  In order to manage the program, pre-qualification is limited to contracts valued at $100,000 or more.  The pre-qualification is good for two years with validation required each time the contractor bids on a contract during the two-year period.

Since 1997, the State legislature has expanded the program by requiring or authorizing pre-qualification programs for public works and design/build projects by State and local agencies, including School Districts and Universities.

The Contractor Pre-Qualification program is intended to ensure that MTA does business only with honest, capable and responsible contractors, while not limiting or restricting competition.  Since inception of the program (1997), we have pre-qualified over two thousand contractors, only 40 of which have been denied pre-qualification, including those that are, or have been, in serious litigation with the MTA.

In the past two years, we, in concert with the Executive Officer for Procurement, County Counsel, and the Office of the Inspector General, have worked to streamline the program in order to ensure it does not lengthen the procurement process.  We are currently working to make the program more user-friendly, to further streamline by eliminating certain requirements where and when appropriate, and to provide for supplemental information in construction, as well as design/build contracts.  County Counsel is currently working on an MTA ordinance similar to that passed recently by the Board on debarment.  This ordinance will clarify procedures and local policies that are not clear in the current State law.

Booz-Allen Management Audit
Our quarterly update on the implementation status of the Booz-Allen Management Audit recommendations is included as Attachment A.

NEXT STEPS

Management Audit Services tracks all audit recommendations until they are either implemented or otherwise resolved.

ATTACHMENT
A.
Booz-Allen Management Update as of March 2003.

Prepared by:
John Beamer, Internal Audit Manager, MASD

______________________________

RICHARD BRUMBAUGH

Chief Financial Auditor

______________________________

ROGER SNOBLE

Chief Executive Officer

ATTACHMENT A

Booz-Allen Management Audit Update

March 2003

BACKGROUND:  In 2001, Booz-Allen conducted a management audit of six key MTA areas. In August 2001, Booz-Allen presented their findings to the MTA Board. Subsequently, MTA Executive Management directed staff to develop action plans in response to the findings and implement them accordingly. 

The following depicts the most recent activity related to these recommendations.

Security – The Board recently authorized the Chief Executive Officer to negotiate and execute a Memorandum of Understanding (MOU) with the County of Los Angeles for Sheriff’s Department Transit Community Policing services. The MOU will establish staffing levels.  It is estimated that $7 million will be saved over the life of the contract by having the LASD provide security in lieu of having both the LASD and LAPD provide security.
Fare inspection by civilians will be initiated in FY04 on the Red and Gold lines. The civilian fare inspections will be under direct supervision of LASD. Sheriff’s deputies will continue to have a fare enforcement role on the Blue and Green lines.

Human Resources (HR) – HR has established various teams to support MTA departmental customers. Recruitment analysts have been organized by department and function, sector analysts handle all Operations recruitments and have been organized by major function, and compensation analysts are assigned primarily by department. The bus operator team has been revamped and is working more closely with Operations. Bus operator hiring has been reduced from eight weeks to four weeks.

A training program for managers in HR practices will commence no later than June 2003.

A project to consolidate job descriptions for non-represented employees will begin in April 2003 and take about one year to complete.

HR is working with IT to develop a revised version of HRIS. 

Materiel – In January 2003, the Board awarded a contract for M3, a materiel maintenance and management system, to Spear Technology.

Procurement has selected Transport Max to provide a web-based application for e-commerce. The vendor is in the process of setting up a web interface.

Revenue – A draft policy on parking is currently circulating for review and comment. The policy includes circumstances under which fees would be charged at heavily used parking lots. 

The Real Estate Department has been implementing the Vending Policy and concentrating on issuing Permits for vendors on the Plaza level of the Red Line rail stations.  Review of the issues related to concessions in high volume rail stations will be commenced during the 3 or 4th quarter of FY04.

Operations – Public meeting were held in three service sectors to discuss proposed changes in bus service including proposed changes resulting from the impending opening of the Gold Line.  In some cases proposed service changes were modified to meet community needs.

Workers’ Compensation – On February 26, 2003, MTA Corporate Safety issued its first annual internal review directed specifically at MTA safety and health programs, policies and practices under its Safety & Health Assessment Review Program, known by its acronym, S.H.A.R.P. The report contains preliminary findings.  Final recommendations will be issued in March 2003. 

Pre-employment screening has been improved for rehires, new hires and for bus operators. In regards to rehires and new hires a more thorough background check was implemented. For rehires the background check focuses on the totality of the former employees record. For new hires the concentration is the last five years rather than all previous employers. 
The next Booz-Allen Management Audit update will be provided at the end of the fourth quarter FY03 unless requested earlier.
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