Metropolitan Transportation Authority One Gateway Plaza 213.922.2000 Tel
Los Angeles, CA goo12-2952 metro.net
M etro EXECUTIVE MANAGEMENT AND AUDIT COMMITTEE

MARCH 18, 2004

SUBJECT: MANAGEMENT AUDIT SERVICES QUARTERLY REPORT

ACTION: RECEIVE AND FILE

RECOMMENDATION

Receive and file the quarterly report of Management Audit Services.

ISSUE

The MTA Board of Directors requested a periodic report on audit activities by
Management Audit Services. A periodic update on the status of audit
recommendations and a report on issues and follow-up action was also
requested.

BACKGROUND

Management Audit Services performs two types of audits — internal audits of
MTA operations and external audits of our contractors and grantees. In addition,
Management Audit Services administers the MTA’s contractor pre-qualification
program.

The Internal Audit Group consists of Internal Audit which is responsible for
evaluating the internal control system of the MTA, as well as determining
compliance with policy and regulation, ensuring the safeguarding of assets and
evaluating MTA functions, activities and processes for efficiency and
effectiveness; Information Technology Audit which conducts general control
audits, system development audits, application audits and technical audits of the
MTA'’s information technology systems, programs and activities; and Control
Self Assessment which assists management in defining objectives,
implementing self assessment of risks, controls, residual risks, and developing
action plans to mitigate excessive risk.

The External Audit Group consists of Contract Audit which conducts audits
related to pre-awards, change orders, and incurred costs, as well as providing
support for claims, contract close-outs and related litigation; and Project Audit
which conducts close-out audits of projects funded by the Call-for-Projects and
also provides oversight for the annual Consolidated Audit of financial and
compliance audits, which is performed by a CPA firm under contract to MTA.
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DISCUSSION

Internal Audit Reports Issued

Since our last report, Internal Audit has issued the following audit reports:

DATE
ISSUED SUBJECT
06/16/03 Travelers Insurance
06/30/03 TOTS Timekeeping & Payroll System
06/30/03 First Transit Contractor Bus Service
06/30/03 Wide Area Network — Firewalls (IT)
07/09/03 HR/Payroll Disaster Recovery Plan Test (IT)
09/08/03 SAFE Purchase Card Program
09/18/03 ATMS Project Management Interim Report #2 (IT)
09/23/03 ATMS Transit Database System Interim Report #1 (IT)
09/26/03 MTA Purchase Card Program
10/27/03 Workers’ Compensation Special Investigation Unit
11/14/03 Maintenance & Material Management Interim Report #1 (IT)
11/21/03 Universal Fare System Interim Report #1 (IT)
12/31/03 Property Management
01/30/04 ATMS Project Management Interim Report #3 (IT)
01/30/04 IT Review (IT)

Eight of the above 15 audit reports concern the Information Technology (IT) area. Five of
these 8 reports are interim reports on our on-going reviews of the Advanced Transportation
Management System (ATMS), Universal Fare System (UFS) and Maintenance & Material
Management System (M3). These 3 technology projects have a combined life-of-project
budget of almost $250 million. We are continuing to monitor these projects to ensure that
the project management plans are adequate, that they are being implemented as intended
and that reported project status is reasonably accurate. To date we have made a number of
observations that have been acted upon by the respective project teams. We will continue to
monitor these projects until they are fully implemented.

Implementation of Audit Recommendations

The MTA Board of Directors requested that we periodically report the status of the
implementation of audit recommendations.

General Management Policy #19, titled MTA Reports Resolution, Follow-Up & Tracking
Policy, requires executive management to establish and maintain a system to track all audit
recommendations. Management Audit Services was tasked with this responsibility and,
working with Information Technology Services, developed the Findings and
Recommendations Management System (FARMS) as a central repository for all audit
findings, recommendations, responses, proposed corrective actions, follow-ups and close-out
information. The FTA has designated this system as a “best practice” and included it in the
FTA Best Practices Procurement Manual.
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Using this system, Management Audit Services performs follow-up on the implementation
of all audit recommendations on a quarterly basis. During the year MTA implemented 113
Internal Audit recommendations. These recommendations are the responsibility of various
MTA groups as shown in Exhibit 1:

EXHIBIT 1

Internal Audit Recommendations

MTA Group Implemented Outstanding Past Due
01/01/03 —12/31/03 asof 12/31/03 as of 12/31/03

Metro Operations 44 17 16
Countywide Planning 6 1 1
Construction 2 2 2
Communications 2 0 0
Chief of Staff 4 13 4
Staff Support 32 28 17
ITS 23 11 8

Totals 113 72 48

Management has generally been responsive in implementing the recommendations made
by Internal Audit. As some noteworthy examples, our 3 reports on rail car maintenance
practices included 39 recommendations and rail management has so far implemented 36 of
these recommendations. Our reports on treasury operations and petty cash each included 8
recommendations which have all been implemented. Our report on MTA and SAFE
purchase cards included 12 recommendations and 10 of these have been implemented to

date.

After the end of each quarter’s follow-up, we provide management with a report detailing
the internal recommendations which are past due, i.e. not implemented by the original
expected completion date. These 48 Internal Audit recommendations, which generally
represent the residual ones or those of lesser importance, are shown in Attachment A.

In addition, Management Audit Services performs follow-up on the implementation of all
external audit recommendations. These include those made by the Office of the Inspector
General, FTA, PUC, Booz-Allen, PricewaterhouseCoopers, etc. During the year MTA
implemented 144 External Audit recommendations. These recommendations are the
responsibility of various MTA groups as shown in Exhibit 2:
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EXHIBIT 2
External Audit Recommendations

MTA Group Implemented Outstanding Past Due
01/01/03 —12/31/03 as 0f 12/31/03 as 0f 12/31/03

Metro Operations 39 20 14
Countywide Planning 11 2 2
Construction 0 0 0
Communications 0 0 0
Chief of Staff 15 12 11
Staff Support 54 3 2
ITS 25 12 7

Totals 144 49 36

It should be noted that so far management has implemented 28 of the 37 recommendations
made in the Booz-Allen Management Audit. In addition, Procurement implemented all 20
recommendations contained in the Procurement System Review performed on behalf of the
FTA. Rail operations implemented 19 of the 20 remaining open recommendations from the
PUC’s Triennial On-Site Safety Audit.

After the end of each quarter’s follow-up, we provide management with a report detailing
the external recommendations which are past due, i.e. not implemented by the original

expected completion date. These 36 External Audit recommendations are shown in
Attachment B.

NEXT STEPS

Management Audit Services will continue to track all audit recommendations until they are
either implemented or otherwise resolved.

ATTACHMENT

A Internal Audit Recommendations Past Due as of 12/31/03
B. External Audit Recommendations Past Due as of 12/31/03

Prepared by: John Beamer, Internal Audit Manager, MASD

RICHARD BRUMBAUGH ROGER SNGBLE
Chief Financial Officer Chief Executive Officer
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