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EXECUTIVE MANAGEMENT AND AUDIT COMMITTEE
APRIL 21, 2005

SUBJECT: FY06 ANNUAL AUDIT PLAN

ACTION: ADOPT THE PROPOSED FY06 ANNUAL AUDIT PLAN

RECOMMENDATION

Adopt the proposed FY06 Annual Audit Plan (Attachment A).
ISSUE

At the January 2005 meeting, the Board adopted the amended FY06 Financial Standards,
which require management to develop a risk assessment and an audit plan each year and
present it to the Board. It also required that the Executive Management and Audit
Committee, as the audit committee for the agency, provide input and approval of the audit
plan.

Recommendations for improvement to the system of internal controls are requirements of
regularly scheduled and specifically directed audits performed in accordance with generally
accepted governmental auditing standards. These recommendations, management’s action
plans and progress toward implementation will be reported to the Executive Management
and Audit Committee on a regular basis.

POLICY IMPLICATIONS

An audit plan defines the audit work that will be completed or directed by Management
Audit Services’ (MAS) each fiscal year. It indicates both the depth and breadth of audit
activities addressing financial, operational and compliance risks for the agency. Through the
audit plan, MAS will convey a current sense of the internal control environment. The audit
plan also identifies the extent to which; controls are being assessed by routine audit
activities, addressed proactively through advisory services, or as a result of concerns from
managerment.

The annual audit plan is driven by two key factors: (1) risk assessment results, and (2) audit
resources. The goal in drafting the audit plan is to address the highest risk areas at the
agency given the resources available to complete the audits.
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When developing the plan, the hours included for each audit are an estimate based on MAS
preliminary knowledge of the audit areas. Each audit uses a stop and go audit technique that
allows MAS to stop an audit if at any time during the process the auditor determines that
there are no or limited substantial risks to the agency and there is a strong probability there
will be no adverse findings. The plan is also intended to be flexible to allow an audit to be
rescheduled, deleted and/or replaced with relative ease. The plan will be reassessed during
the year based on a continuous review of audits completed compared to the plan. MAS may
supplement internal resources with consultants from the CPA bench as long as funding and
CPAs are available for the task.

OPTIONS

One option would be not to complete an annual audit plan. This was not considered since
the audit plan is a management tool to systematically assign resources to areas that are a
concern or high risk to the agency. An audit plan that strategically utilizes available
resources in the highest risk audit area is among the industry’s best practices.

FINANCIAL IMPACT

There is no financial impact in adopting the FY06 annual audit plan.

DISCUSSION

Developing the Audit Plan

The audit plan is prepared based on two factors, risk and resources. In developing the FY06
Annual Audit Plan, MAS first polled executive management for areas of audit concern.
Using the information received, prior audit findings, requests by executive management and
other relevant data, a list of areas of concerns was identified.

Each area identified on the initial list was analyzed by MAS and based on internal risk
criteria and knowledge of the agency; the initial audit plan was drafted. The audit plan was
then further refined to ensure there was both depth and breadth of coverage across the
entire agency. The initial assessment of hours required was analyzed and compared to audit
resources available to complete the plan. The plan was then compared to the list of Office of
the Inspector General completed audits to eliminate any overlap of audit efforts. The
proposed audits were also reviewed to determine whether to complete them using staff or
whether the audit should be outsourced. The decision to outsource is based on expertise
required, resources available and cost to outsource.

Once this process was complete, the proposed audit plan was then reviewed with the CEO
and his direct reports for their input and comments. The result is the proposed audit plan
(Attachment A).

MAS’ audit philosophy has changed and is reflected in the audit plan. Because of attrition
and position reductions, MAS has redirected its resources from auditing areas on a global
basis to doing targeted, focused audits. Therefore, the hours budgeted are much less for
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each area, and the audit objective will be very tight and will audit smaller areas of a larger
process. This translates into more audits scheduled than in previous years.

Agency-wide Risk Assessment

Risk assessment is the process of identifying the possibility that events will occur that, will
be harmful to the agency and/or will be detrimental to the achievement of the agency’s
goals. Once the criteria are identified that are applicable to the agency, such as reputation or
dollars, each area is then compared to those criteria to assess overall risk.

Each audit in the FY06 plan has been assigned a risk rating based on MAS’ understanding of
the agency and the audit being performed. However, in developing the FY07 audit plan, the
risk assessment will be done differently. At the request of the CEO, an agency wide risk
assessment has been included as part of the Proposed FY06 audit plan and budget. This risk
assessment will be outsourced to a CPA firm to provide a systematic risk assessment of the
entire agency based upon an independent, fact based analysis utilizing experts in the field
and will be instrumental in developing future plans. MAS intends to update the agency-
wide risk assessment every five years or sooner if there are significant changes warranting
an earlier update.

NEXT STEPS

Once the Board adopts the annual audit plan, MAS will develop the audit schedule for FY06.
MAS will report to the Board quarterly on its progress in completing the annual audit plan.

ATTACHMENT

A. FY06 Annual Audit Plan

Prepared by: Ruthe Holden, Managing Director
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Ruthe Holden
Managing Director, Management Audit Services

Roger Snoblg/
Chief Executive Officer

FY06 Annual Audit Plan Page 4



Los Angeles County Attachment A
Metropolitan Transportation Authority

| EY06 Ansiual AudiePlan |
' L ApREooons .

72!
.
=
=
o
7]
=
O
-
<
-
Z
.
>
.
O
<
Z
<
b=

Metro



Attachment A
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Attachment A

EXECUTIVE SUMMARY

OVERVIEW

The fiscal year 2006 proposed annual audit plan (FY06 plan) is more comprehensive than
prior years. This year’s proposed audit plan encompasses all audit services provided by
Management Audit Services (MAS) including internal, information technology, contract and
grant audits. Another change implemented this year is the presentation of the plan to the
Chief Executive Office (CEO), his executive team and the Board for input prior to finalizing
the FYO06 plan.

An annual audit plan is driven by two key factors: (1) risk assessment results, and (2) audit
resources. The goal in drafting an audit plan is to address the highest risk areas at the
agency given the resources available to complete the audits.

Risk Assessment

Risk assessment is the process of identifying the possibility that events will occur that, will
be harmful to the agency and/or will be detrimental to the achievement of the agency’s
goals. Once the risk criteria are identified that are applicable to an agency, such as
reputation or dollars, each area is then compared to those criteria to make a risk ranking
determination based on the average risk score.

Each audit in the proposed FY06 plan has been assigned a risk rating based upon the Audit
Manager’s understanding of the agency and the audit being performed. This is consistent
with prior audit plans. However, in developing the FY07 annual audit plan, the risk
assessment will be done differently. At the request of the CEO, an agency wide risk
assessment has been included as part of the proposed FY06 plan and budget. This risk
assessment will be outsourced to a CPA firm to provide a systematic risk assessment of the
entire agency based upon an independent, fact based analysis utilizing experts in the field
(i.e., fuel, bonding, etc.) and will be instrumental in developing future audit plans (Appendix
A, 1).

Audit Regources

Audit resources are constrained by the staff resources available and professional services
dollars budgeted to outsource the audits. In FY06, the proposed audit plan is based on the
available staffing (17 auditors) and budget resources ($1,001,515).

In developing the plan, the hours included for each audit are an estimate. There are
occasions where some reviews may take longer and therefore absorb more hours than
proposed. When this occurs, the plan must be reassessed and MAS may supplement
internal resources with consultants from the CPA bench as long as there is funding and
CPAs are available for the task.

There are four audit groups within MAS, Internal Audit, Information Technology Audit,
Contract Audit and Grant Audit. The following provides a brief highlight of each audit
group’s FY06 plan:

Metro
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Internal Audit

The prior years’ audit plans were solely focused on internal control reviews in areas MAS
considered to be high risk. The focus of this year’s proposed audit plan is to provide a more
balanced approach to the types of audits being performed by including economy and
efficiency reviews, program effectiveness and results audits, and compliance testing as well
as the internal control reviews. Economy and efficiency audits focus on how the agency
performs its process as compared to industry best practices. Program effectiveness and
results audits determine how well the program/process is meeting its stated goals.
Compliance testing determines whether the area being reviewed is complying with policies
or laws.

Internal audits are divided into two areas in the FY06 plan; cyclical audits and planned
audits. Cyclical audits are audited every few years based on business judgement whether or
not there are any significant findings in prior audits in that area, an example would be petty
cash or accounts payable. Planned audits are audited based on risk to the agency. (Appendix
A, 2 -26)

The FY06 plan emphasizes two specific areas: financial transactions and security. The
purpose of financial transaction testing is to sample transactions to determine whether they
are recorded in accordance with agency policy and generally accepted accounting principles.
These are cyclical audits that will be completed annually. There are six security audits
planned in FY06, three in internal audit (Appendix A, 33-35) and three in information
technology audit (Appendix A, 38-40). The security audits will test whether staff is
complying with security policies and procedures.

Contro] Self Assessment

The internal audit group is also responsible for Control Self Assessments (CSA). CSAisa
methodology used to review key business objectives, risks involved in achieving the
objectives and internal controls designed to manage those risks. In 1998, MAS added a
Control Self Assessment group to implement the CSA process at the agency as well as
identify the universe of significant processes to review. Since 1998, 100 CSAs have been
completed.

Both the documentation and risk analysis performed in the CSA review is an important first
step in conducting internal audits. In the past, the auditor assigned to complete CSAs was
also responsible for updating the documents as processes changed. To improve the
coordination and documentation of the processes, MAS combined the Internal Audit and
the CSA groups into one unit in 2003. To continue the focus on this important area,
auditors assigned to all Internal and Information Technology audits will update the CSA
documents as a part of their preliminary audit stage in FY06.

The FYO06 plan includes six new CSAs processes that will be completed in FY06. (Appendix

A, 27-32). The updating of existing CSA reviews are incorporated in the Internal and
Information Technology audits.

@ Metro
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Information Technology Audits

Focusing audit resources in the information technology (IT) area is important because the
pace of technological advancement and the benefits realized by implementing these
advances are increasing at an accelerating speed. Technology creates opportunities for
growth and development and is an integral part of all business processes. But it also
provides the means and tools for threats, including disruption, deception, theft, and fraud.

IT controls, which rarely exist in isolation, range from the automation of business controls to
the general and technical controls over IT infrastructures such as systems, networks,
processes, data, and people. Assessing IT controls is a continuous process: business
processes are changing constantly, technology continues to evolve, threats evolve as new
vulnerabilities emerge, and audit methods improve.

In FYO0S, the IT audit group was assigned to its own cost center to provide increased
importance to I'T audits. The FY06 plan continues to increase focus on IT audits, with 125%
increase (from 8 to 18) in the number of audits in FY06 as compared with FY05. Similar to
internal audit, the IT audits are also identified as either cyclical or planned (Appendix A, 33-
50).

Contract Audit

Contract audit is responsible to complete the legally and contractually required contract
compliance audits. Contract audit resources have continued to decline to reflect the
reduction in workload and the implementation of the Change Order ordinance. The level of
contract audits in FY06 estimated to keep current with contract requirements exceed the
level of resources approved in those cost centers. This challenge will be dealt with by
prioritizing audits in conjunction with Procurement and Project Management. Any audits
deemed to be high priority by Project Management that cannot be completed with existing
audit staff will be outsourced using available project dollars. The FY06 plan identifies both
the planned audit work and estimated work based on project management information
(Appendix A, 51 - 84).

Grant Audit

Grant audit is responsible to complete the legally and contractually required Memorandum
of Understandings (MOU) compliance audits. Grant audit focuses on completing audits of
MOUs issued as a part of the call-for projects process. Audit priorities in this area are
established in coordination with Countywide Planning and Development. Under the Grant
Audit category, 84 audits are summarized into three areas that need interim or closeout
audit work so the agency stays in compliance with the Memorandum of Understanding
(Appendix A, 85-87).

CEO Special Requests

The FY06 plan also includes 1,200 hours or 4% of available hours for special projects
requested by the CEO (Appendix A, 88). These hours are reserved for emerging issues
where the CEO needs audit resources to review and provide recommendations to correct a
problem or to provide information for a specific request.
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SIGNIFICANT PLANNED ACTIVITIES

Peer Review

At the direction of the CEO, MAS has requested the Internal Audit Committee of the
American Public Transportation Association perform a peer review of MAS for the period
ending 6/30/05. The peer review is expected to begin in FY06. MAS underwent a peer
review in 2001 for the period ending 12/31/00. The review stated that MAS was
substantially compliant with Government Auditing Standards (GAS) and no material issues
were noted in the report.

GAS 3.49 requires that each audit organization performing audits in accordance with GAS
should have an appropriate internal quality control system in place and should undergo an
external peer review.

Quality Assurance

In accordance with industry best practices and as a way to prepare for the peer review, MAS
has implemented a compliance review of the audit files. This is intended as a self-
assessment of our compliance to MAS policies and procedures and applicable audit
standards. Based on the preliminary compliance review findings, MAS is revising its
policies and procedures to reflect changes in the industry, changes in GAS and other
applicable standards, and the expected implementation of a paperless work paper system.

Charter

The Charter is currently being revised to reflect the latest changes in standards and audit
criteria. The purpose of the audit charter is to identify the function, authority, responsibility
and accountability of MAS. The Charter defines MAS duties and communicates our
mission to the rest of the agency.

Paperless work paper system

Auditing is paper intensive and with the reduced number of staffing resources available to
provide audit services, it is important to streamline the audit process where possible.
Therefore, MAS is currently reviewing audit work paper package requirements and
capabilities with the intention of converting the current work paper package to a paperless
one. The Office of Inspector General (OIG) has also been invited to participate in the
procurement. The paperless system is expected to be purchased and installed in FY05 with
a goal of converting in-process and any new audits in FY06. Completed audit files and
permanent files will be converted to a paperless format over time to free up floor space and
allow for easier search capabilities of prior audit findings and information.

STRATEGIC PLAN

Mission

Our mission is to provide highly reliable, independent, objective assurance and consulting
services designed to add value and improve LACMTA'’s operations. The department
accomplishes this by bringing a systematic, disciplined approach to evaluating and
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recommending improvements to the effectiveness of risk management, controls and
governance processes.

Objectives and Core Functions
The primary objective of MAS is to assist the CEO and his management team with their
important business and financial decisions by:
e Providing recommendations to protect and safeguard the agency’s resources and
assets,
e Providing assistance in improving and streamlining processes and operations,

e Providing assurance services regarding the effectiveness of the internal control
systems and processes,

e Testing financial transaction to verify accuracy and completeness of accounting
entries,

e Providing assistance during contract/MOU negotiations in determining whether
contract prices are fair and reasonable,

¢ Completing legally mandated audits to determine compliance to regulations,
e Pre-qualifying vendors in compliance with law and LACMTA'’s Ordinance 4.05, and
e Tracking and reporting on all outstanding external and internal audit findings.

In addition, MAS’ objective is to foster a system and environment that supports the highest
level of integrity and ethical conduct and provides for an acceptable level of risk to
management for all key business processes.

Standards

To meet our client’s expectations and for us to function with reliability and credibility, MAS
must ensure our audits are independent, unbiased and accurate. Therefore, MAS follows
the ethical and professional standards promulgated by Government Accounting Office, GAS.
Depending on the type of audit being done, MAS may also follow the standards promulgated
by the American Institute of Certified Public Accountants (AICPA), by the Institute of
Internal Auditors (IIA), and by the Information Systems Audit and Control Association
(ISACA).

COORDINATION WITH EXTERNAL AUDITORS AND THE OFFICE OF INSPECTOR
GENERAL

Where appropriate within the context of the established FY06 plan, and to the extent that
organizational and professional constraints allow, audit projects are undertaken with the
view of maximizing the efficiencies of the internal and external audit processes and
minimizing audit duplication.

Office of Inspector General

There are several outside groups that audit LACMTA ranging from the Triennial Audit
completed by Booz-Allen Hamilton, to the California State Auditor’s review of specific
processes within the agency. Included in this group is the audit and investigative group of
the Board of Directors, the OIG. The OIG differs from MAS in that OIG’s primary focus is

Metro
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the investigation and reporting of fraud, waste and abuse at LACMTA. The OIG’s audit unit
provides audit support for investigations, and it performs any reviews and audits requested
by the Board of Directors or referred by their Investigative unit. To avoid any duplication of
work, MAS and OIG coordinate their audit activities monthly.

Audit Tracking and Follow-up

For all external audit findings, MAS is required to track and follow-up on all audit
recommendations until the audit finding is closed. In addition, MAS tracks and follows up
on internal audit findings in compliance with GAS. To do this, MAS maintains an audit
database which staff uses to manage, track and follow-up on all recommendations.

Beginning in March, MAS assumed responsibility for a monthly reporting to the Board on
all outstanding audit issues. These reports are issued as Board boxes and include all
outstanding audit findings and a summary of the findings closed during the month. Both
the CEO and MAS continue to focus on this important and time-consuming area to ensure
that any significant risks to the agency are addressed in a timely manner.

Increased Coordination with Financial Auditors

At the request of the CEO, MAS has begun actively coordinating its audit work with
PricewaterhouseCoopers (PWC), LACMTA’s financial auditors. Included in this year’s
proposed audit plan are hours to embed an internal auditor with the PWC auditors for the
duration of their financial audit (Appendix A, 4). The purpose of this is two-fold: (1) to gain
a better understanding of PWC’s areas of concerns and audit methodologies so that
information can be incorporated into Internal Audit’s audit process, and (2) to identify areas
that MAS can complete audits in anticipation of next year’s financial statement audits to
provide assurances that the risk levels are at an acceptable level.

@ Metro
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PROPOSED FY06 ANNUAL AUDIT PLAN

INTRODUCTION

The Institute of Internal Auditors (IIA) defines internal auditing as:
“...an independent, objective, assurance and consulting activity designed to add value and
improve an organization’s operations. It helps an organization accomplish its objectives
by bringing a systematic, disciplined approach to evaluate and improve effectiveness of
risk management, control, and governance processes.”

The proposed FY06 plan included in Appendix A is based on 11A’s definition and attempts to
provide a balanced and effective review of the entire agency based on resource limitations.
Our FYO06 plan is based on 30,120 direct audit hours to be provided by 17 audit professionals.
The audit hours for the Managing Director, two Audit Managers and two supervisors are not
included in the above total.

The direct audit hours are allocated as follows:

* 22 in-house internal audits (Appendix A, 2-3, 5-15,16, & 18-26) and embedding staff
in 4 outsourced internal audits (Appendix A, 1, 4, 14 & 17),

e (6 CSAs,

e 16 IT audits (Appendix A, 33-41 & 42-49) and embedding staff in 2 outsourced IT
audits (Appendix A, 42 & 50)

e 97 Contract Audits, 54 of these audits will be outsourced, and

e 84 Grant Audits, 30 will be outsourced.

Included in the number of audit reports expected to be completed in FY06 are three internal
and four IT audits started in FYO05.

As discussed in the section, increased coordination with financial auditors, and noted above,
we plan to embed staff in some of the significant outsourced audits to ensure information is
transferred back to MAS for future audit work and to more closely coordinate our audit
activities with the external auditors where possible. The audits that we plan to embed staff
in for FY06 include, the agency wide risk assessment (Appendix A, 1), the financial
statement audits (Appendix A, 4), the Key Performance Indicators audit (Appendix A, 14),
the Information Technology functionality review (Appendix A, 17), the Wireless Network
Security audit (Appendix A, 42), and the carryover of the Maintenance, Material and
Management (M3) audit (Appendix A, 50).

INTERNAL AUDITS
GAS defines the types of audits performed as either financial statement, attestation or
performance audits. The internal audit group’s work tends to be concentrated in the area of

performance audits. Performance audits encompass program effectiveness and results,
economy and efficiency, internal control, and compliance with legal or other requirements.
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The 22 audits that will be completed by staff in the internal audit group are broken into the
following audit objectives:

Internal Control Reviews

Per GAS, internal controls (I/C) are defined as the processes and procedures for planning,
organizing, directing, and controlling program operations, and the system put in place for
measuring, reporting, and monitoring program performance. While most internal audits
include some level of I/C reviews within the objectives of the audit, an I/C review focuses

solely on the adequacy and compliance to the system of internal controls.

While Sarbanes-Oxley is applicable to the private industry, government agencies are now
considering its applicability to their processes. Our agency’s integrated framework of I/C
provides assurances to management and outside auditors that data and information is
accurate and can be relied upon. We routinely test and recommend improvements to the
agency’s integrated framework of internal controls. The proposed FY06 plan includes four
audits to review I/C compliance for financial transactions (Appendix A, 2-3 & 5-6) and five
audits to review the adequacy and compliance to internal controls in other areas of the
agency (Appendix A, 9, 15, 18, 21, & 22).

Economy and Efficiency Audits

These types of audits focus on whether the agency is acquiring, protecting and using its
resources in the most productive manner to achieve program objectives. The proposed FY06
plan includes four of these audits (Appendix A, 11, 13, 16. & 20).

Compliance Audits
These types of audits focus on compliance to criteria established by laws, regulations,

contract provisions, grant agreements, and other requirements that could affect the
acquisition, protection, and use of entity’s resources and the quantity, quality, timeliness,
and cost of services the agency delivers. There are eight audits included with compliance
objectives in the FY06 plan (Appendix A, 7, 8, 10, 12, 19 & 24-26).

Program Effectiveness and Results

These audits address the effectiveness of a program and typically measure the extent to
which a program is achieving its goals and objectives. These types of audits can be
interrelated with economy and efficiency audits, depending on the objectives of the audit
planned. There is one program effectiveness and results audit included in the FY06 plan
(Appendix A, 23).

INFORMATION TECHNOLOGY AUDIT

Information Technology audits have a two-fold purpose. The first is to analyze and
determine whether the IT system internal controls are adequate and effective. The second
purpose is to provide assurances to other auditors that rely on the IT systems for data or
information needed for other on-going audit efforts. The types of information technology
audits are similar to the types of internal audits. The 16 audits that will be completed by the
IT audit staff are broken into the following objectives:
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Internal Control Reviews

The adequacy and compliance to internal controls is very important in information systems
because management relies on the accuracy and completeness of information provided by
these systems. The FY06 plan includes 10 I/C audits (Appendix A, 33-35, 37, 41, 44-46, 48-
49).

Compliance Audits
Because of the potential fiscal risk to the agency, the FY06 plan includes two compliance

audits review the agency’s level of compliance to software copyright regulations (Appendix
A, 43 & 47).

Program Effectiveness and Results
There are three program effectiveness and results audits included in the FY06 plan
(Appendix A, 38-40).

Attestation Review

These types of reviews are more limited than an audit; they usually include examining,
reviewing or performing agreed-upon procedures about a specific subject or management
assertion. The disaster recovery plan has been audited annually for several years with little
to no audit findings in FY04. Since a disaster recovery plan is extremely important to the
agency’s ability to recover from a major catastrophe, MAS will continue to monitor it.
However, the level of review in FY06 is significantly less based upon prior year’s audit
findings. (Appendix A, 36)

CONTRACT AUDIT

Most of Contract Audit’s work is either a review to determine conformance with law or
attestation reviews that are focused on compliance to contract agreements. The 43 audits
that will be completed by Contract Audit staff are broken into the following objectives:

Compliance Audits
FTA requires the agency to complete Buy America audits to determine whether the rolling

stock purchased for agency use complies with the Buy America Act. The FY06 plan
includes four Buy America audits based on input from the Contracting Officer (Appendix A,
54-55).

Attestation Reviews

The remainder of the FY06 plan includes attestation reviews to determine whether vendors
have complied with contractual requirements and to provide assistance to the Contracting
Officer prior to and during negotiations of change orders and vendors’ proposals (Appendix
A, 51-53, 56-84).
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GRANT AUDIT

Most of Grant Audit’s work focuses on compliance to MOU agreements. The 54 audits that
will be completed by Grant Audit staff are broken into the following objectives:

Attestation Reviews
All of the audits included in the FY06 plan in the Grant audit area are attestation reviews to

ensure compliance to the terms and conditions of the MOU (Appendix A, 85-86). There are
84 audits summarized in the 3 lines included in the FY06 plan.
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